
Troubleshooting Lost Communications between PowerChute Network Shutdown and the Network Management Card (NMC).

PowerChute reports 

connection error due to 

mismatch of security 

credentials

PowerChute 

reports that it 

cannot connect to 

the NMC

PowerChute 

Reports No Data 

being received 

from the NMC

Communications 

Established

Change Username and 

Authentication Phrase to 

match the NMC. Reboot the 

NMC.

Communications 

Established

Check Username 10 Ascii 

characters or less. Check 

Authentication Phrase 15-32 Ascii 

Characters

Connect to NMC 

serially using 

console cable

Check Firewall to confirm 

outbound connections to 

TCP port 80/443 allowed to 

NMC.

Ports Open

IP Address and Web 

UI port correct

Open Firewall Ports

Set correct IP 

address and web 

UI port on NMC

Communications 

Established?

Communications 

Established

Contact Technical 

Support

Check inbound 

UDP port 3052 

allowed in Firewall 

Settings

UDP port 3052 

allowed in Firewall

Add UDP port 

3052 inbound to 

Firewall rules

Communications 

Established?

Check UDP port 3052 not being 

used by another process on 

PowerChute agent machine

No

Yes

Communications 

Established?

Communications 

Established

See Application Notes: 20,101 
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