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Safety Information

Important
Information

M580 Quick Start

PLEASE NOTE

Read these instructions carefully, and look at the equipment to become familiar
with the device before trying to install, operate, or maintain it. The following
special messages may appear throughout this documentation or on the equipment
to warn of potential hazards or to call attention to information that clarifies or
simplifies a procedure.

The addition of this symbol to a "Danger"” or "Warning" safety
label indicates that an electrical hazard exists which will result in
personal injury if the instructions are not followed.

This is the safety alert symbol. It is used to alert you to potential
personal injury hazards. Obey all safety alert messages that
follow this symbol to avoid possible injury or death.

A DANGER

DANGER indicates an imminently hazardous situation which, if not avoided,
will result in death or serious injury.

AWARNING

WARNING indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

A CAUTION

CAUTION indicates a potentially hazardous situation which, if not avoided,

could result in minor or moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.
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Safety Information (cont.)

Important
Information
(cont.)

PLEASE NOTE

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.

M580 Quick Start September 2015



Safety Information (cont.)

Before you
Begin

M580 Quick Start

Do not use this product on machinery lacking effective point-of-operation
guarding. Lack of effective point-of-operation guarding on a machine can result in
serious injury to the operator of that machine.

AWARNING

UNGUARDED EQUIPMENT

e Do not use this software and related automation equipment on equipment
which does not have point-of-operation protection.

e Do not reach into machinery during operation.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

This automation equipment and related software is used to control a variety of
industrial processes. The type or model of automation equipment suitable for each
application will vary depending on factors such as the control function required,
degree of protection required, production methods, unusual conditions,
government regulations, etc. In some applications, more than one processor may
be required, as when backup redundancy is needed.

Only you, the user, machine builder or system integrator can be aware of all the
conditions and factors present during setup, operation, and maintenance of the
machine and, therefore, can determine the automation equipment and the related
safeties and interlocks which can be properly used. When selecting automation
and control equipment and related software for a particular application, you
should refer to the applicable local and national standards and regulations. The
National Safety Council’s Accident Prevention Manual (nationally recognized in
the United States of America) also provides much useful information.

In some applications, such as packaging machinery, additional operator protection
such as point-of- operation guarding must be provided. This is necessary if the
operator’s hands and other parts of the body are free to enter the pinch points or
other hazardous areas and serious injury can occur. Software products alone
cannot protect an operator from injury. For this reason the software cannot be
substituted for or take the place of point-of-operation protection.

Ensure that appropriate safeties and mechanical/electrical interlocks related to
point-of-operation protection have been installed and are operational before
placing the equipment into service. All interlocks and safeties related to point-of-
operation protection must be coordinated with the related automation equipment
and software programming.

p Note:

Coordination of safeties and mechanical/electrical interlocks for point-of-
operation protection is outside the scope of the Function Block Library, System
User Guide, or other implementation referenced in this documentation.
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Safety Information (cont.)

Start-up and
Test

vi

Before using electrical control and automation equipment for regular operation
after installation, the system should be given a start-up test by qualified personnel
to verify correct operation of the equipment. It is important that arrangements for
such a check be made and that enough time is allowed to perform complete and
satisfactory testing.

A CAUTION

EQUIPMENT OPERATION HAZARD
e Verify that all installation and set up procedures have been completed.

o Before operational tests are performed, remove all blocks or other
temporary holding means used for shipment from all component devices.

¢ Remove tools, meters and debris from equipment.

Failure to follow these instructions can result in injury or equipment
damage.

Follow all start-up tests recommended in the equipment documentation. Store all
equipment documentation for future references.

Software testing must be done in both simulated and real environments.

Verify that the completed system is free from all short circuits and temporary
grounds that are not installed according to local regulations (according to the
National Electrical Code in the U.S.A, for instance). If high-potential voltage
testing is necessary, follow recommendations in equipment documentation to
prevent accidental equipment damage.

Before energizing equipment:

Remove tools, meters, and debris from equipment.

Close the equipment enclosure door.

Remove all temporary grounds from incoming power lines.
Perform all start-up tests recommended by the manufacturer.

YV V V V
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Safety Information (cont.)

Operation and
Adjustments

M580 Quick Start

The following precautions are from the NEMA Standards Publication ICS 7.1-
1995 (English version prevails):

>

Regardless of the care exercised in the design and manufacture of equipment
or in the selection and ratings of components, there are hazards that can be
encountered if such equipment is improperly operated.

It is sometimes possible to misadjust the equipment and thus produce
unsatisfactory or unsafe operation. Always use the manufacturer’s instructions
as a guide for functional adjustments. Personnel who have access to these
adjustments should be familiar with the equipment manufacturer’s instructions
and the machinery used with the electrical equipment.

Only those operational adjustments actually required by the operator should
be accessible to the operator. Access to other controls should be restricted to
prevent unauthorized changes in operating characteristics.

Manual Release 1
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Before the Course Begins

SCOF_)G_Of this This training manual is a supplement to the authorised training. In order to make

Training proper use of the software students should also refer to the documentation that has

Manual been provided with the product such as the Help Files, User Guides or Knowledge
Base.

The graphics displaying screen captures were taken using the Windows® 7
operating system. If students are running a different version of Windows then
screen images may differ slightly from those shown in the training manual.

Some screen captures may have been taken from beta versions of the software and
may vary slightly from release screen captures.
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Conventions Used in this Manual

Objectives

Exercises

User Input

M580 Quick Start

These are the skills to be achieved by the end of each chapter. An overview
providing a brief synopsis of the topic begins each section. Often, examples are
given to illustrate the conceptual overview.

Example -

The configuration environment consists of several toolbars, browser windows and
programming editors. This chapter introduces the user to the configuration
environment using an example project with pre-defined elements.

This Chapter Covers These Topics:

B T opIn A 1-2
B Topic B o 1-3
B Topic C 1-5

After a concept is explained students will be given exercises that practice the
skills just learned. These exercises begin by explaining the general concept of
each exercise and then step-by-step procedures are listed to guide students
through each exercise.

Example -

Paste an object from a library onto a test page called Utility.

Run the Milk_Upgrade project then trigger and view some alarms.

Use the following template settings:

Whenever information is to be typed into a field or dialog box it will be written in
this font:

KETTLE TEMP/25

Note that some exercises will show a fragment of information already typed into a
Unity Pro screen and then ask students to add extra lines of configuration. In this

instance, the previously entered material will be given to the student as light grey

italic text.

KETTLE TEMP/25

OVEN_TEMP/5
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Conventions Used in this Manual (cont.)

Hints & Tips  This heading will provide students with useful or helpful information that will
make configuring the project easier.

Example -

Q Hints & Tips:

To go to the next field, use the mouse cursor or press the TAB key.

Note A note will refer to a feature which may not be obvious at first glance but
something that should always be kept in mind.

Example -

Q/} Note:

Any events named GLOBAL are enabled automatically when events are enabled.

Menus anc_i Text separated by the double arrow symbol “»” indicates that students are to
Menu Options  select a menu.

Example -

File » New...

Open a menu “File” then select the menu option “New...”

Horizontal and  Text written this way indicates the Horizontal then the (Vertical) tab is to be
Vertical Tabs  selected.

Example -

Appearance (General)
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Conventions Used in this Manual (cont.)

See Also Text written in this way indicates further references about the current topic.

Example -

O§ See Also:

For further information about Templates, see Quick Start Help - Using Page

Templates.
Further This heading describes topics that are covered in more advanced courses.
Training

Example -

ﬁ Further Training:

Trend Table Maths is a topic in the Customisation and Design Course.

M580 Quick Start Manual Release 1
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Course Overview

What is Quick
Start?

Course
Objectives

M580 Quick Start

Quick Start is “hands on” oriented training that presents how to configure the
common features of the M580.The training focuses on configuration, thus PLC
programming is not taught in this course.

The training is divided into three chapters:

1. The first chapter will show how to create a basic configuration with local
1/0.

2. The second chapter allows training on bigger architectures. As M580’s
have numerous types of I/0 and modules, most of the training can be run
in simulation mode. However, in case the exercises are required with
Equipment this chapter is designed in such a way that allows for the use
of Equipment.

The last chapter refers to the most advanced features of the M580, as these are
more complex to implement, this chapter will only describe the features and not
implement them.

By the completion of this training course the student will be able to:

YV V V V V VY V VYV VY

Connect Unity Pro to an M580 through USB and an Ethernet (RJ45) cable
Describe the different types of 1/0

Configure local 1/O

Change the security features of the M580

Describe the use of the M580 Ethernet ports

Configure a DTM device

Configure a Remote 1/O drop

Configure a local Premium 1/O drop, extending a local M580 drop
Configure a NOC

Configure a basic M580 Hot Standby (HSBY) architecture
Describe other features of the M580

Manual Release 1
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Course Overview (cont.)

Target Quick Start is designed for anyone having basic PLC programming skills and
Audience willing to discover the M580 features.

This includes people with no experience with the M580, people migrating from
Premium/Quantum to the M580 as well as staff familiar with the M580 that want
a “How to” guide.

Prerequisite The only prerequisite knowledge is to be familiar with PLC programming through
Knowledge Unity Pro v8.1 or later.

ﬁ Further Training:

For those not familiar with Unity Pro, the free eLearning “Unity Pro - Click and
Start” will provide all the knowledge required to go through M580 Quick Start:
Link to Click and Start eLearning.

Equipment A computer with a valid version of Unity Pro v8.0 or later (This includes demo
versions).

Most exercises of this training can be carried out in Unity Pro’s
SimulationMode. Nevertheless, the Equipment required to perform the training
in Standard Mode is listed at the beginning of each exercise.
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Course Overview (cont.)

Support

M580 Quick Start

If support or additional information about any concepts or products in the course
is required, students should ask the Instructor who will either address the question
or obtain additional technical assistance as required.

Manual Release 1
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Chapter 1: M580 Basics

Overview

Introduction

This part of the training covers the basic features of the M580:

An introduction to the different types of 1/0.

Two types of M580 CPU:

1. Part Number Series **20

2. Part Number Series **40

The different types of I/O available between these CPU’s

Connection via Ethernet

Connection via USB

Configuring a local 1/0 device

Cyber Security features of the M580.

At the end of this chapter the student will be able to configure a basic M580
architecture.



Different Types of M580 I/O

Introduction  \1560:5 have three types of 1/0.

Topic Objectives By the end of this section the student will be able to:

» Describe the three types of I/0

Different Types In Automation architecture, the heart of a system is a PAC. Information coming

of 1/0 from the field (sensors, push buttons, etc.) and commands sent to the devices
(motor control, variable speed drive references, etc.) are often linked to the PAC
via digital or analogue inputs and outputs. These inputs and outputs are physically
connected through wiring between field devices and input and output modules.
These modules can be located in different positions: Locally, Remotely, or
Distributed.

Local I/0 Local 1/0 consists of input and output modules that are located in the local rack of
the PAC. The internal backplane is used as a medium of communication. This
structure can achieve very high performances in terms of response time.

I/0 modules located on Extension racks are also considered as Local 1/0.

1-2 M580 Quick Start 1.0 September 2015



Different Types of M580 I/O (cont.)

Distributed 1/0

M580 Quick Start

To achieve greater distances and flexibility, Distributed 1/0O ia a reasonable option.

Distributed 1/0 consists of input and output modules but also specific modules (to
better integrate devices) located on an island which communicate with the PAC
over a fieldbus or network.

I= - ‘D:cs(

[
e lo

Due to the fieldbus communication over the network, Distributed 1/O has a
limitation in terms of performance depending on the medium used between them
and the PAC.

Manual Release 1
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M580 Remote I/O

Remote 1/O Remote 1/O consists of input and output modules located separate to the Local
PAC and Local I/0 rack. Remote 1/O uses specific / proprietary communications
which allows for similar performance to Local 1/0 because data acquisition from
them is asynchronous to the CPU scan. Remote 1/O eliminates expensive point-to-
point wires by networking just a few (or thousands) of process signals onto one
digital communication link.

b
i

CPS

2000

One of the main advantages of Remote 1/O is that the entire configuration is often
completed using one unique software tool.
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M580 Remote I/O (cont.)

M580 Remote The M580 Remote 1/0O offer provides reliability and performance with the

1/0 availability to integrate Distributed Remote 1/O drops over the Ethernet network.
The system uses Ethernet/IP technology based on the reliable CIP object model.
The figure below shows an example of a PlantStruxure system with M580 as a
global automation solution:

Enterprlse 18—

ERP system
Plant
historian manufacturing balch system
execution
system
Process
| asset
management
~ system
1 L

) !
recdundant aperatee clients engineering
system station
servers
Field : TRy
2 B = ] ! ol ne! swed s

it ‘,J__
:-3

Modicon M530 controller

plant fioce HMI
dual-nng
switch (DRS) dual-ring
switch (DRS) —‘dual-nng
gwitch (DRS)

motor protaction

remote V'O

Modicon X80 I/O  The M580 system uses Modicon X80 I/O modules, many of which are used in an

Modules M340 system. The system also supports several Ethernet-based eX80 I/0 modules,
which can be installed on both the main local rack and main remote racks. The
local rack can also support an extension rack of Premium 1/0 modules.

M580 Quick Start Manual Release 1



Exercise - Recognise the Different Types of I/O

Learning By the completion of this exercise the student will be able to:
Outcomes
» ldentify the different types of 1/0O

Identify the types.

i. For each part of the following picture, select which kind of I/0 is used:

A: Local / Remote / Distributed

B: Local / Remote / Distributed

C: Local / Remote / Distributed

1-6 M580 Quick Start 1.0 September 2015



M580 Embedded Ethernet Ports

Introduction

Topic Objectives

M580 Ports

Role of the
Service Port

M580 Quick Start

In the previous topic the different types of 1/O were explained.

The M580 has 3 ports which, depending on the part number, allows for different
types of 1/0.

Thus this chapter will present the different ports of the M580, and which of these
ports can be used for Remote 1/0 (RIO) or Distributed I/O (DI10O).

By the end of this section the student will be able to:

» ldentify the different ports of the M580
» Describe their roles depending on the part number

First let’s look at the M580 ports.
All M580s have two types of ports, the Service Port and the Device Ports.

-
4

3. The port at the top is the Service Port.
4. The two below are the Device Ports.

The Service Port is mainly used to connect to Unity Pro, a SCADA system, or any

other external tool.
The Service Port may also be used to connect to a DIO drop.

Finally it can be used for port mirroring.

Manual Release 1

1-7



M580 Embedded Ethernet Ports (cont.)

Role of the This is where there is a big difference between the 2 types of CPU.
Device Port

If the CPU’s type is **20 then the Device Ports are used to connect DIO drops. A

DIO drop can be composed of almost any device including non Schneider-Electric
devices.

If the CPU’s type is **40 then the Device Ports are used to connect RIO drops.

In both cases the supported architectures are wired star or ring.

1-8 M580 Quick Start 1.0 September 2015



Connect to the M580

Introduction

Topic Objectives

M580 Quick Start

We now know which port we can use to connect to the M580.

In this chapter the user will learn how to connect to the M580, via Simulation
Mode, USB and of course Ethernet.

Connecting to the PLC will allow the project to be downloaded to the PLC and
provide relevant information for troubleshooting.

Remember that unless specified, exercises can be done through both Simulation
Mode or connected directly to a PLC (provided that the student has the required
Equipment

By the end of this section the student will be able to:

Connect to a simulator
Connect to a PLC via USB
Connect to a PLC via Ethernet
Monitor the PLC status

YV V V VY

Manual Release 1
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Exercise - Connect to the Simulation Mode

Learning By the completion of this exercise the student will:
Outcomes

> Connect to an emulated M580

Equipment None
Required

Start Unity Pro

i. The Unity Pro configuration window will pop-up

Fle_View Toos PLC_Help = — =
BASHE (RiB[ea (BoaF s conBzmBAAM Jmamerre o 2=m e

‘.MAWA_A_ws-» FOTogevert |\ Seach/Fepiace |
Ready OFFLNE TCPPA27001 Q

ii. Select PL.C»Set Address then in the newly opened window, under
Simulator, make sure that the Media is TCPIP and the Address is

127.0.0.1.
Ac + Simuletor
Address Address
192168101 - [@) 122001 - (@) Test Cannecton
Media Media
= s = C —
| communication P | [ cence |
I Bpoa reta auk-acdepiation af he end of downloed [ Hep |
iii. Click OK.
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Exercise - Connect to the Simulation Mode (cont.)

iv. Select Simulation Mode

RU (l YH( ,_*/:

i =

i D% 4
‘ ‘ 0 £

V. Then click Connect

EE O

AL L]

vi. Note that the OFFLINE status has been replaced by DIFFERENT with a red
background.

JTlogevent ),  Search/Replace [
WXL NO UPLOAD INFO TCPIP:127.0.01

HMI R/W mode |DIFFERENT

This means that the project in Unity Pro (which is now empty, as we did not
create anything) is different from the one in the Simulator.

M580 Quick Start Manual Release 1



Exercise - Connect Through USB

Learning By the completion of this exercise the student will:
Outcomes
» Install M580 USB drivers

> Test the USB connection
» Connect to an M580 via USB

Equipment To complete this exercise on a PLC, the student will need
Required

» One M580 PLC (any CPU)

» A BMX or BME rack

» A compatible power supply

» A mini USB cable (see picture below)

Install the M580 USB drivers.

i Download the latest Schneider PLC USB driver Suite available on Schneider
Electric Website:
http://www.schneider-electric.com/download/ww/en

ii. Double click the executable to install the drivers.
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Exercise - Connect Through USB (cont.)

Test the USB connection
i. If not already open, start Unity Pro.
ii. Plug the USB cable into the computer and the PLC.

iii. In Unity Pro’s menu bar, select P.C » Set Address

Connect Ctrl+K

Set Address...

@@ Standard Mode
&4 Simulation Mode

Compare...
Fii Transfer Project to PLC Ctrl+L
#i Transfer Project from PLC Ctrl+Shift+L

Transfer Project from Primary to StandBy PLC

Save Data from PLC to File

Restore Data from File to PLC

Safety/Maintenance Ctrl+Shift+ M
Run/Stop Ctrl+R
Init

Update Upload Information

Update Init Values with Current Values.

Update Local Init Values with PLC Init Values.

Project Backup... 4

Memory Consumption...

State Ram Viewer

M580 Quick Start Manual Release 1 113



1-14

Exercise - Connect Through USB (cont.)

iv. The Set Address window will pop-up:

l v AC Simulator P —

Address =
127001 - (@] |TostComechon |

Media
rore O ——
Communication Parameters ] [ Cancel |
[ e |
V.

vi. On the PLC side; Select the Media as USB from the drop down list, and
type sys in the Address field as shown below:

Y3C Simulator

Address Address
SvS - (@] 127001 - (@]
Media Media
ConmncasenPoarees | [ concnl |
[¥/Speed rate auto-adaptation at the end of download
Vii.
viii. Click the Button Test Connection. If successful, a message will confirm that

the connection is working.

Set Address . |ﬂi‘
)Lc .

Address

Test Connection
"
-

@ Successfully connected to the currently selected target.
Media

oK Cancel
'

Speed rate auto-ada

iX. Close the pop-up and click OK to validate the changes.
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Exercise - Connect Through USB (cont.)

Connect to the PLC

i. Once the connection has been tested confirm Standard Mode operation by
viewing the raised PLC icon in the Shortcut bar.
— = | =] ¥

O RUN SIOP -~ — N e
Jf'lli‘lmlg‘m o ’@‘ tety b= LI
=

ii. Then click the Connect button.

iii. Note that the Status is now ONLINE, and the Media is USB.

HMI R/W mode JDIFFERENT |[llrun JupLoab mvFo ok Juse:sys |

M580 Quick Start Manual Release 1
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Exercise - Configure the Embedded Ethernet Ports

Learning By the completion of this exercise the student will:
Outcomes
» Be able to configure the embedded Ethernet ports of the M580 CPU

» Use the default DDT to display data from the M580 CPU

Create a new project.
i. If not already open, start Unity Pro
ii. Select File » New.

iii. Select any M580 CPU / rack then click OK.

Configure the IP addresses.

i. Expand PLC bus, and double click the rack, the main rack configuration
should pop.

ii. Double click the embedded Ethernet modules of the

CPs eP58

| oo

I e |

I v |
|

iii. In the IPConfig tab, enter the following Main IP Address: 192.168.10.1.

IP address corfiguration

Main IP addrezs 192 165 . 10 . 1
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M580 Quick Start

Exercise - Configure the Embedded Ethernet
Ports (cont.)

iv. Set IP Address A to: 192.168.11. 1
V. This is the Remote I/O (RIO) Scanner and will be used later in the course.

vi. Set the Subnet Mask to: 255.255.0.0 and change the Default Gateway to
192.168.10. 1.

vii. In the Security tab, click Unlock Security.

viii. This will disable all Cyber Security features which will be covered in more
detail in Cyber Security (page 2-1).

Global policy
‘ Enforce Security ‘ [ Unlock Security ]
Services
FTP :  |Enabled v DHCP /BOOTP :  |Enabled v
TFTP : |Enabled v SNMP : |Enabled v
HTTP :  [Enabled v EIP : [Enabled v
Access Control
lDisabIed VI
. . v
iX. Validate the changes.
X. Build the application.
Xi. Connect, Transfer (using USB) and Run the application.
Xii. Disconnect from the PLC.
Manual Release 1 117
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Exercise - Configure the Embedded Ethernet
Ports (cont.)

Connect via Ethernet (Equipment is required for this step)

i Take the RJ45 cable and connect it between the PC network adaptor and
the SERVICE port of the M580.

ii. Configure the IP Address of the PC to be: 192.168.10.10.

Internet Protocol Version 4 (TCP/IPv4) Properties 2 D

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

*) Obtain an IP address automatically

@) Use the following IP address:

1P address: 192 . 168 . 10 . 10
Subnet mask: 255 .255.255 . 0
Default gateway:

Obtain DNS server address automatically
@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

l OK l l Cancel l

Open a DOS Prompt, by clicking the Windows Start button, selecting Run
and entering the command cmd.

M580 Quick Start 1.0 September 2015



M580 Quick Start

Exercise - Configure the Embedded Ethernet
Ports (cont.)

iv. In the DOS Prompt, enter the command: ping 192.168.10.1.

The M580 should respond.

C:\Users\SESA292457>ping 192.168.10.1

Pinging 192.168.10.1 with 32 bytes of data:

Reply from 192.168.10.1: bytes=32 time=3ms TTL:=64
Reply from 192.168.10 bytes=32 time<{lms TTL=6%
Reply from 192.168.10 bytes=32 time<ims TTL=64
Reply from 192.168.10.1: bytes=32 time=2ms TTL:=64

Ping statistics for 192.168.10.1:

Packets: Sent = Y4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = 3ms, Average = 1ms

V. In Unity Pro, change the Set Address settings to connect via TCPIP with

the new IP Address (192.168.10.1), Test the connection.

Set Address ? DS
vac simulator
Bandwidth...
UnityXL s
Address ol L=
Test Connection

192.168.10.1 -

0 Successfully connected to the currently selected target.
Media =
TCPIP OK

OK
Communicatigh I | Cancel

V| Speed rate auto-adaptation atthe end of download i Help

Vi. Connect to the PLC.

Manual Release 1
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Exercise - View the M580 State from Unity Pro

Learning By the completion of this exercise the student will:
Outcomes
» Be able to monitor the M580 CPU from Unity Pro

Connect to the PLC.
i. Via USB, Ethernet or Simulation Mode.

View data from the Device DDT.

i From the Project Browser, double-click the Variables & FB Instances item.

- Project

= NEA eﬂ Configuration

. Eg-h@ 0:PLCbus

. g R@ 2:EIOBus

-] Derived Data Types
[ ] Derived FB Types
L
l..:l Motion -
#---[_] Communication

1y R |_| Program

The Data Editor opens and shows the BMEP58 ECPU variable.

B Data Editor ElEEa
Variables DDT Types | Function Blocks | DFB Types
et Name[=] |* v |ED |v|DD ¥/ |10DD" |v/| Device DDT
Na[ne Type ~ Address ~ Value Comment ~
& 22@ BMEP58_ECPU_EXT T_BMEP...

-

ii. Select the BMEP58 ECPU variable. Press CTRL + T on the keyboard, this
will open an Animation Table and add the BMEP58 ECPU variable to it.

Table[Data Editor] = | @ || 23
i Modification J ’ Force

Name ~  Value Type v Comment

# @ BMEP58_ECPU_EXT T_BMEPS58_E...

-
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Exercise - View the M580 State from Unity Pro
(cont.)

iii. Expand the variable, and inspect the available properties. The picture below
has been taken in simulation mode; if connected to a PLC different values
would be shown.

Modification l \ Force
Name ~ Value Type Comment -
= @ BMEPS58_ECPU_EXT T_BMEP58_E...
@® ETH_STATUS 0 WORD Ethernet status
& PORT1_LINK 0 BOOL Link up/down for Ethernet port 1
& PORT2_LINK 0 BOOL Link up/down for Ethernet port 2
& PORT3_LINK 0 BOOL Link up/down for Ethernet port 3
&% ETH_BKP_PORT LI |0 BOOL Link up/down for Ethernet bac
&% REDUNDANCY_ST... |0 BOOL Redundancy status / backup p...
& SCANNER_OK 0 BOOL Scanner OK and scanning at |...
& GLOBAL_STATUS 0 BOOL 0: one or more services not op
® SERVICE_STATUS |0 WORD One bit for each user-observa...
& RSTP_SERVICE 0 BOOL 0: service not operating normal...
& PORT502_SERVICE |0 BOOL 0: service not operating normal...
% SNMP_SERVICE 0 BOOL 0: service not operating normal...
& MAIN_IP_ADDRES.. |0 BOOL Main IP address status (0 inc
&% ETH_BKP_FAILURE |0 BOOL Ethernet backplane hardware ..
& ETH_BKP_ERROR |0 BOOL Ethernet backplane error (0: er...
& EIP_SCANNER 0 BOOL 0: service not operating normal...
& MODBUS_SCANNER |0 BOOL 0: service not operating normal...
& NTP_SERVER 0 BOOL 0: service not operating normal...
& SNTP_CLIENT 0 BOOL 0: service not operating normal...
% WEB_SERVER 0 BOOL 0: service not operating normal...
& FIRMWARE_UPGR... |0 BOOL 0: service not operating normal... | —
& FTP 0 BOOL 0: service not operating normal.__ | |
% FDR_SERVER 0 BOOL 0: service not operating normal...
% EIP_ADAPTER 0 BOOL EIP adapter (server) service 0: ...
® SERVICE_STATUS2 |0 WORD One bit for each user-observa...
% A B IP_ADDRESS.. |0 BOOL IP address A/B status (Oin ca...
& LLDP_SERVICE 0 BOOL LLDP service status
& EVENT_LOG_STAT... |0 BOOL 0: event log service not operati..
&% LOG_SERVER_NO.. |0 BOOL 1: No acknowledgement receiv...
® ETH_PORT_1.2. S |0 BYTE Ethernet port 1 and 2 status
® ETH_PORT3_BKP_.. |0 BYTE Ethernet port 3 and backplane...
@ FDR_USAGE 0 BYTE % of FDR server usage
@® IN_PACKETS 0 UINT Number of packets received o...
® IN_ERRORS 0 UINT Number of inbound packets th...
® OUT_PACKETS 0 UINT Number of packets sent on int
® OUT_ERRORS 0 UINT Number of outbound packets t...
® CONF_SIG 0 UDINT Signature of all files on local m...
@ B DROP_HEALTH ARRAY[1..31]... DROP health bits (Drop 1 to 31)
# 8 RIO_HEALTH ARRAY[257.... | RIO health bits (1 bit per RIO ...
@ B LS_HEALTH ARRAY[1..3] ... | Local Slave health bits (Local ...
@ B DIO_HEALTH ARRAY[513..... | DIO health bits (1 bit per DIO ...
# B DROP_CTRL ARRAY[1..31]...  DROP control bits (Drop 1to 3...
@ B RIO_CTRL ARRAY[257.... | RIO control bits (1 bit per RIO ...
@ B DIO_CTRL ARRAY[513.._. | DIO control bits i1 bit ﬁr DIO ...
iv. For more information about the information displayed by the M580 Device

DDT, have a look at the M580 documentation.

V. Save the project.

-
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Local I/O

Introduction This chapter provides information on how to create a new Project, connect to the
PLC and download the Project to the PLC. This Project will include Local I/0.

Local I/O modules are on the same rack as the M580.
They are the most basic type of I/0 and the easiest to configure.

To simplify 1/0O mapping most of the M580 1/0 modules are configured via a
Device DDT.
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Exercise - Configure Local 1/0O

Learning By the completion of this exercise the student will:
Outcomes

» Create a new M580 application

» Configure a local 1/0

» Name and use a Device DDT variable

» Check the status of the local 1/0 drop
Equipment To complete this exercise on a PLC the student will need
Required

» One M580 PLC (any CPU)
» A compatible rack and power supply
» A DDO1602

Create a new Project

i. Using the Windows Start Menu open Unity Pro:

Start » All Programs » Schneider Electric » So Collaborative »
Unity Pro » Unity Pro XL

ii. Create a New Project by selecting File » New from the Unity Pro menu, or

clicking the New Project B button on the toolbar.

File| Edit View Services

& Open... Ctrl+O
Close

E Save Ctrl+S
Save As...

Export Project...

Save Archive ...

Exit

1 M580 Demo Modified.STU
2 DEMOUNITYPRO_M580.5TU
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Exercise - Configure a Local 1/0 (cont.)

iii. Select the appropriate M580 Processor and Rack according to the
equipment available. Or select any option if there isn't an M580 Processor
or Rack available.

[ Show all versions

PLC Min.OS Version  Description
(& Modicon M340
Modicon M580
BME P58 1020 02.00 CPU 580-1 ETH distributed 10
BME P58 2020 02.00 CPU 580-2 ETH distributed 10
.~ BME P58 2040 02.00 CPU 580-2 ETH remote and distributed 10
HEl & EME P58 3020 CPU 580-3 ETH distributed 10
- BME P58 3040 02.00 CPU 580-3 ETH remote and distributed 10
BME P58 4020 02.00 CPU 580-4 ETH distributed 10
BME P58 4040 02.00 CPU 580-4 ETH remote and distributed 10
& Momentum Unity
Premium
Quantum
Rack Description a
=~ Modicon M580 local drop M
= Rack |
BME XBP 0400 4 SLOTS BACKPLANE =
- BME XBP 1200 12 SLOTS BACKPLANE L
BMX XBP 0400 4 SLOTS BACKPLANE
BMX XBP 0600 6 SLOTS BACKPLANE i

Project Settings
|| Setiings File:

<default settings>

M580 Quick Start 1.0
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Exercise - Configure a Local 1/0O (cont.)

iv. Click the OK button to create the application.

Unity Pro will create the new project and populate it with default
items.

- —

55% - Processing colgliERG]

The Project Browser will display to show the project contents.

Project Browser E
Tg Structural view
=7
~ 2, Configuration
¥ %, 0 : PLC bus
%&, 2 : EIO Bus
4, Derived Data Types
_1, Derived FB Types
3, Variables & FB instances
@&, Elementary Variables
@, Derived Variables
@, Device DDT Variables
8, 10 Derived Variables
&, Elementary FB Instances
&, Derived FB Instances
1, Motion
+ s Communication
), Ethernet Network
+- [, Program
3, Animation Tables
1, Operator Screens
+ 4 Documentation

V. Double-click the 0: PLC Bus item from the Project Browser.

{3, Project

E)--{ 3, Configuration
e i, DG

o B, 21 E1O BUS

The Local Rack will be displayed, pre-populated with the CPU and the
Power Supply.

@I PLC bus EIE
Bus: | 0 [BME P583040 02.00 -]
1 O 1 5 5
TN
/. . . . . .
4]«

Q Hints & Tips

Note the addition of the new Ethernet slot in Blue on the image of the Rack.
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Exercise - Configure a Local 1/0O (cont.)

Add the DDO Module to the Local Rack.

i. Double-click the spare slot representing the physical location of the BMX
DDO 1602 module.

=R

ii. From the New Device window, select the Discrete group and then select the
BMX DDO 1602 module. Make sure that the I/O data type is Device DDT at
the bottom.

iii. Click the OK button.

N Doce | - -
[
e ]
Topolagicnl Address 2
Cance i
Pt Mot —— Help
Modcan M523 ccal e
JEE

Courtrg

[y
BMX DAl D80S Dig 81 220 Vo
BMXDA 0814 Dig Bl 1001 120Vac iclied
BMX DAl 1602 Dig 161 24 Ve 28V Source:
BMX 0 1603 D 161 8 Vac
MDA 1604 Dg 161 10010 120 Vec
BMX DAD 1605 Dig 160 Trses.
B DO 162 D 16124 Vi Seic.
BN DO1 1603 g 161 48 e Sk
M0 D08 1604 D 161 125 Ve S
BMX DOI 202K Dig 321 24 Vde: Sk
B D01 422K Dig 641 24 v Sk
M DOM 16022 D 0124 e 00 Source Tr
B DOM 18025 D 81 24 Vi 20 e
B DOM 20K g 161 24 Ve 163 Sour Tr
8000 1612 Dg 160 frans S0k
8MXDCO T2 Dig 320 Tras Surce 0 A
BMX 0O £422% D543 Tras Surce 0 1A
VX DA 0804 Dg 83 125 Vac
BMXDRA 0605 D B0 okt ke
BMX DRA 1605 Dig 160 Reieys.
BMXERT 1604 DIG 161 24/125VDC TSTANE

T pary prachcts
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Exercise - Configure a Local 1/0O (cont.)

The module appears in the Local Rack.

@ File Edit View Services Tools Build PLC Debug Window Help
D CREES PP B L oM BEOBR UM v | %mene @e a=mM %
Bus: [ 0 [BMEPS83040 0200 z)

W richa
!{[-]-]v]rl\sum/\ Wpot/epot )\ Useremors )\ FDTkgevent )\  Seach/Replace | "
Ready (I oFFune NOT BULT Q ms l

Name the DDO 1602 Device DDT
i. Double-click the BMX DDO 1602 module.
ii. In the module’s window, un-tick Supply monitoring.
iii.  Double click the BMX DDO 1602 icon in the left hand side window.

LG m
A& @ 8o o L7 0|y SoMBEOBAUM lma o Me 2sm W
Dig 160 Trans Source 0.5A
o [TEGRN 5| 0 Configuration |
B Channel 8
Syabet | Famvach vaiue
DN e Ol e -
7| W00 R R GHLOUTIVAE 0 =
5| Moo_ore_n_to_cr ourtzvave o =
5 Moo_oie_n.to_croumvae o =
7| Moo_os_s_tos_c.ourivAE 0 =
5 Moo_oie_s_ioes_crovmmvase o =
5] oo_ois_w_toe_cn oureivaie o =
77 Moo.o_m.1os_crourrvawe o
[ 0001 CRLOUTRIVALE D -
5| Moo_ore_n_r0s_cr oummvave o =
= [ Moo.ois_n_ici_crouriwivaE 0 =
unction, |77 oo_ois_w_tos_cHLOUTIYALE 0 =
crete output [T | Mo0_0is_%_106_CH.OUTRIVALE 0 =
5 Moo_ore_s_teee_crLoummivace o
Task B e =
L0 CHLOUTI VAL
MAST 2] || B b = =l
|| [ Moo-on_s.tos_commvae o
V. Sug mondtoring -
Reociole
[Programmed =
Fallback mode
|Faiback -

@ _PiChs |E00 60 C_ 02 Buxp. |

x
T

<31\ Build { woot/emot }\_Ueererrs ) FOTgevet )\ SeaciRepisce ]
Ready

NOT BULT Q s

é) Note:

Choose any name, it can be changed anytime.

M580 Quick Start Manual Release 1

1-27



1-28

Exercise - Configure a Local 1/0 (cont.)

iv. Select the Device DDT Tab, rename the module obil.

V. Validate the changes, by clicking the tick box.

L unty ot <o vamen - 02 x 000 1607 e T T

dFW © & (=] S M BEEOBAYM - m

Dig 160 Trans Source 0.5A

e 2Em e

[EY EMX D00 1602 MO0_DIS_ | 1 Overvew | 1 Device DDT |
Bp Chamel 0

B Chamel 8
Implicit device DOT

Neme Type
Obit T_UD

Goto details

|«

@ Pichus |EM00-60:C. [ 02:eMxD.

Le

|
} [<1717\Build {_woot/epot ), Usrerss ) FOTlgeved ), Seach/Repiace ]

Resdy OFFLINE USB:5YS |

NOT BULLT Q M

Create a Test Section

i. Create a new ST Section under the Master (MAST) Task called test.

ii. Type in the following code:

FOR i:=0 TO 15 BY 2 DO
Obil.DIS_CH_OUTTIi].VALUE := TRUE;
END_FOR;
(create the variable i as an Integer)
iii. This code will turn on every even output.

iv. Build the application.

p Note: The syntax of device DDT outputs.
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Exercise - Configure a Local 1/O (cont.)

Observe the DDO 1602 Device DDT

i. Transfer and run the application (either to Simulation mode or Standard
mode if the equipment is available).

ii. In the project browser, double click Variables & FB instances.
iii. Right click Obil, and initialise a new animation table.

iv. Click the + to extend the structure.

V. Extend the DIS_CH_OUT item.

vi. Finally extend a few channels and check their states.
Vii. Odd numbers should be OFF, and even numbers should be ON, as on the
picture:
Name - Value Type - Comment
=@ Obi T_U_DIS_STD.
& MOD_HEALTH 0 BOOL Module health
@& MOD_FLT 0 BYTE Module faults
--@ DIS_CH_OUT ARRAY]0..15] 0.
- @ DIS_CH_OUTI0] T_U_DIS_STD.
@ CH_HEALTH 0 BOOL Channel health
& VALUE 1 EBOOL Discrete output value
- @ DIS_CH_OUT[1] T_U_DIS_STD.
@ CH_HEALTH 0 BOOL Channel health
& VALUE 0 EBOOL Discrete output value
- @ DIS_CH_OUT[2] T_U_DIS_STD.
@ CH_HEALTH 0 BOOL Channel health
& VALUE 1 EBOOL Discrete output value
viii. Save the project.
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Exercise - Configure a Local 1/O (cont.)

Check the DDO 1602 Device Outputs (Hardware Required)

i. The Hardware described at the beginning of the exercise is required to
complete this section.

ii. Check that every other output is ON as in the picture:

'-myN ERR
& 00 01 0

08 10

é> Note:

If 1/O is red, it probably means that Supply monitoring in “3 name your DDDT” is
unchecked.
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Cyber Security

Introduction

Topic Objectives

M580 Quick Start

The project is now properly running in the PLC (or Simulator). This chapter
explains how to make sure that someone will not disrupt its normal functioning via
a Cyber Attack; such as Stuxnet?

The M580 is one of the first PLC with enabled security features that make it a
harder target for cyber attacks.

This exercise explains how to enable these features and how they will affect the
architecture.

ﬁ Further Training:

1) To make the system even more secure; refer to the cyber security topic in the
second chapter.

2) The Schneider Electric document; Cyber Security for Automation Systems(Unity

Pro v8.0)

By the end of this chapter the student will be able to:

» ldentify Cyber Security measures within the M580.
» Deploy Cyber Security measures in M580 architecture.

Manual Release 1
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https://en.wikipedia.org/wiki/Stuxnet
https://schneider-electric.app.box.com/files/0/f/2404471333/Cyber_Security_for_Automation_Systems
https://schneider-electric.app.box.com/files/0/f/2404471333/Cyber_Security_for_Automation_Systems

Cyber Security (cont.)

Securing Services  Along with the Achilles Level 2 implementation, a key feature of the M580 is the
ability to prevent certain Ethernet based services from running.

The majority of settings are located on the CPU Embedded Ethernet port Security
tab:

RIO DIO Communicator Head

1 CommHeadRIODIC| {1l Secunty | I iAoty | [l 2577 {1 swwe T W77 | ) Senvcerot
B Channel 0
Global policy
Enforce Security Unlock Security
Services
FTP :  [Disabled v DHCP/BOOTP : |Disabled v
TFTP : Disabled v SNMP : Disabled v
HTTP : Disabled v EIP : Disabled ¥
Access Control
T
Submer [ W Address T Subnet muck [ re [ vre | wie | pewses | e | s o
v 192.160.10.1 255.255.0.0 n n n [a] n =
N v a} u] o o u} o
w = a) | u] | o 0 o s
L | 0 u] u] &} o o
w = B | A ] i) ul ]
O B | A a] ] o ]
w ™ &) a] 0 ] ] ]
b/ B | A a] ] u a] =
1]}
(; Hints & Tips

The Schneider Electric recommendation is to disable all unused Services.
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Cyber Security (cont.)

Restricting
Connection to From this tab the student can also decide which IP addresses are allowed/not
Some Devices allowed to communicate with the M580.

Restricting access to some IP addresses makes hacking much more difficult.

Summary of the This table explains the functionality of the settings on the Security tab:
M580’s Security

Tab FTP Default value: Disabled

Schneider Electric recommends disabling this service when not in use. This
setting disables:

- firmware upgrade

- SD memory card data storage

- device configuration management using the FDR service
TFTP Default value: Disabled

Schneider Electric recommends disabling this service when not in use. This
setting disables:

- the ability to read RIO drop configurations
- the ability to manage device configurations using the FDR service
HTTP Default value: Disabled

Schneider Electric recommends disabling this service when not in use. This
setting disables Web access.

Achilles level 2 | Default value: Enabled

- Setting the feature to Enabled increases Ethernet frame filtering to improve
the level of security and robustness.

- Setting the feature to Disabled increases system performance by reducing the
Ethernet frame filtering capability.

Access Control |Default value: Enabled

When Enabled, you can restrict access from specific devices to specific devices
and define the devices that allow traffic only.

Enforce Security | Click to set:
- FTP, TFTP, and HTTP to Disabled

- Achilles level 2 and Access Control to Enabled

Unlock Security | Click to set:
- FTP, TFTP, and HTTP to Enabled

- Achilles level 2 and Access Control to Disabled

Authorized Enter the addresses that you want the system to authorize:

addresses | b Address: 0.0.0.0 ... 255.255.255.255

- Subnet: Yes / No

- Subnet mask: 0.0.0.0 ... 255.255.255.255

NOTE: This field can be edited when Access Control is set to Disabled.
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Cyber Security (cont.)

é) Note:

1) Be very careful when activating the security features, especially IP restriction

because the PLC can become inaccessible: by IP, SD card and USB! In that case
the PLC is useless. Thus be careful experimenting with these features at the same
time.

2) It is advised that all protocols are disabled and Achilles 2 Cyber Security is
enabled when a project is started. Unity Pro will then request protocols to be
activated when they are required. Only the features the project requires are
therefore enabled, which improves Cyber Security. Once the configuration is
working access to specific IP addresses can then also be restricted.

Cyber Secured Quite often NOCs are connected to a SCADA system, making them indirectly
NOC connected to an internet network and away from cyber attacks.

é) Note:

To avoid intrusion from the NOC a new secured NOC module will be released
soon. It will include Cyber Security features similar to the ones of the M580.
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Exercise — Cyber Security

Learning
Outcomes

Equipment
Required

By the completion of this exercise the student will:

> Activate the Achilles level 2 feature

>

Enable/disable services

To complete this exercise on a PLC the student will need

YV V V V

One M580 PLC (any CPU)

A BMX or BME rack

A compatible power supply

A micro USB cable or an RJ45 cable

Modify the cyber security settings.

V.

M580 Quick Start

Open the main rack configuration window.
Double click the M580 ports; making sure to not click the PLC.
From the newly opened window, click the Security tab.

From this tab disable the all services, as well as access control.

0.0+ EI0 s CommHeadRIOl

File Edit View Services Tools Build PLC Debug Window Hel
ded © ~ o Sl EE0BanM v m M ==m W
RIO DIO Communicator Head
[ CommHeadRIODI(| (Il Secunty | I oty [l As7P | [l svwe | {1 w77 | T ServcePor
B Channel 0 -
Global policy
Enforce Security Unlock Security
Services =
FTP : Disabled v DHCP / BOOTP : Disabled v
TFTP : Disabled v SNMP : Disabled hd
HTTP : Disabled v EIP : Disabled v
11} , Access Control
Funetinn: Disabled Y. =
RIO DIO vl < m L
@ Pichw |EH02 6MxD_EMo0:60:C. [
'Jl[ [“15T"Build { ‘mpot/eopot ), Useremors ) FDTlogevent )  Seach/Replace ]
Ready OFFLINE NOT BULT (0] INS

Relevant services will now be activated for each exercise.
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Summary

Summary In this chapter the following topics have been covered:

YV V V V V

>

The different types of 10
The M580 Ethernet ports
Connect to the M580
Configure a local 1/0O device
Device DDT

Cyber security

Questions The following questions will help to check understanding of the topics covered in
this chapter:

» What are the three types of 1/0? Which ones are faster to configure?

1-36

What are the purposes of the SERVICE port?

What is the advantage of Device DDT over topological addressing?

What is the purpose of observing the M580 Device DDT?

How to access the security parameters of the M580?

To ensure higher cyber security; which services should be disabled?

M580 Quick Start 1.0
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Chapter 2: Advanced Architecture Configuration

Overview

Introduction The basics to design an architecture have now been carried out.

In this chapter we will reuse what we have previously learned to design more
sophisticated M580 architectures, including the following:

» RIO
» DIO.
» Hot Standby
Migration paths from:
» Premium I/O
» Quantum PLC with X80 1/O (same case as RIO)
As well as configuration of NOCs and advanced security features.

This section is modular which means that you can carry out the exercises in any
order, as long as the prerequisites are followed (represented by arrows).

See the chart below for more information:

é) Note:

Kindly note that the RIO exercise is similar to migration from a Quantum PLC
with X80 modules to a M580 PLC with X80 modules.

You can click the different items to jump directly to the topic.
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Overview (cont.)

Use the same application for all exercises or base the new project on the one
created in the first chapter.

Most exercises can be fulfilled in Simulation Mode; however some require the user
to have some hardware to complete steps. When this is the case it will be stated at
the beginning of the exercise.

Once familiar with the features of chapter two; you can discover the other
possibilities of the M580 in Chapter 3. These features will only be mentioned, in
case you want to implement them, you may go through the M580 configuration
course.

Chapter 2

A
- N

M580 Isolated Device Networks (STB)

DIO Altivar Drive (Exercise only)
NOC BME NOC Web Services
RIO
Chapter 1
Premium 10
HSBY

Enhance Cyber Security
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DIO

Introduction

Topic Objectives

M580 Quick Start

Device Type Manager (DTM) through Ethernet allows DIO drop integration with
almost any device to the architecture.

Configuring a DTM device is done in two steps:
» Installing the DTM in Unity Pro common to all FDT/DTM devices

» Configuration of the device through Unity Pro’s DTM window specific to
each device.

As a generic configuration for all devices cannot be provided DTM configuration is
illustrated through one of the most advanced examples of device integration: The
integration of an Altivar drive through Unity Pro.

By the end of this section the student will be able to:

» Install and add a DTM in Unity Pro
» Configure the basic settings of an Altivar drive
» Test the communication with an Altivar drive

Manual Release 1
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Exercise - Install a DTM in Unity Pro

Learning By the completion of this exercise the student will:
Outcomes
» Install a DTM library in Unity Pro

» Add a DTM device in a Unity Pro project

Equipment This exercise is purely software based, so the student will only need Unity Pro v8.0
Required or later version, and an internet connection.

Install the DTM on the computer.
i. Obtain the DTM from the device vendor.

£;> Note:

If using a Schneider-Electric device, its DTM can be obtained from the Schneider-
Electric website.
For instance you can download the Altivar Process DTM here.

ii. Double click the file, and follow the instructions to install the DTM.
iii. If Unity Pro was closed restart it.

iv. If the install went well this message will be seen when Unity Pro starts.

{ , The Dtm Catalog seems to be out of date.
L Would you like to update it first?

vi. Click Yes.
Vii. Note that the catalogue has been updated:

viii.

Information: The Update of the Dtm catalog is finished
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Exercise - Install a DTM in Unity Pro (cont.)

Add the device in Unity Pro project.
i. Open the DTM window by selecting Tools DTM Browser.

[Tools | Build PLC Debug Window Hel

v Project Browser Alt+1
Hardware Catalog Alt+2
ﬂEIypEs Library Browser Alt+3
Operator Screen Library Alt+4
Search / Replace Alt+5
Diagnostic Viewer Alt+6
PLC Screen Alt+7
Variable Window Alt+8
v Data Editor Alt+9
DTM Browser Alt+Shift+1
Bookmarks Alt+Shift+2

Trending tool
Project Comparison ...

Convert Partially ...

Network Inspector
Types Library Manager...

Customize

Options...

Project Settings...

ii. In the DTM window right click the M580, and click Add
iii. The following window should pop-up, select the ATV6xx and click Add DTM.

X
Device Type Vendor Version Date -
B 140NOC77100 (from EDS) Device Electric 11 =
B 140NOC77101 (from EDS) Device Electric 11
B 140NOC78000 (from EDS) Device Schneider Electric 1.52 l
B 140NOC78100 (from EDS) Device Electric 1.52
B Advanced Generic EDS Device Schneider Electric 1.1.19.0
B ALTIVARG1 Revision 1.5 (ffom E... Device Electric 15
B ALTIVARG1 Revision 2.1 (from E... Device Schneider Electric 21
B ALTIVAR71 Revision 1.6 (ffom E... Device Electric 1.6
B ALTIVAR71 Revision 2.7 (from E... Device Electric 27
B ALTIVAR71 Revision 3.3 (from E... Device Schneider Electric 33
i BME AHI 0812 Gateway Electric 1120 2015-06-26
L BME AHO 0412 Gateway Electric 1120 2015-06-26
B BMEH582040 (from EDS) Device Electric 21
B BMEH584040 (from EDS) Device Electric 21
B BMEH586040 (from EDS) Device Electric 21
B BMENQC0301 (from EDS) Device Electric 11
B BMENOCO0301 Revision 2.2 (from ... Device Schneider Electric 22
B BMENQCO0311 (from EDS) Device Electric 11
B BMENOCO0311 Revision 2.2 (from ... Device Schneider Electric 22
B BMEP581020 (from EDS) Device Electric 13 il
B DMEDR21AN Drvdcinn 91t Prvinn Elnntrin R}

iv. If the Device does not appear in the list something probably went wrong
when installing the DTM in Window.
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Exercise - Install a DTM in Unity Pro (cont.)

£;> Note:

The following points may be different if a different device is being configured.

V. In the case of the Altivar drive select which protocol will be used between
the M580 and the drive
vi. For this exercise select Modbus over TCP.
Vii. Call the device pump12, and click OK.

£;> Note:

It is recommended not to change the device hame after configuration, so be careful
when typing in the name.

viii. The name of the variable will be used in the next exercise so make sure it is
exactly pump12 otherwise errors will be seen when importing the section.

General | Device information | DTM information | Protocol information | Documentation

DTM name management

Aiasname :  Pump12
Tag name

Default /0 vision management
Defautt input 1/0 vision
Variable name : Pump12_IN
Defauit output 1/0 vision
Variable name Pump12_0OUT

OK || cancel |[ Hep
iX. The device now appears in the DTM browser, below the device it is
connected to:
DTM Browser 8

‘3 Host PC
—4B < 192.168.10.1 > BMEP58_ECPU_EXT
—3g, Distributed Bus
B, < Modbus:192.168.10.3 > pumpi2
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Exercise - Configure an Altivar Drive

Overview

Learning
Outcomes

Equipment
Required

M580 Quick Start

The DTM is now installed in Unity Pro.

This means that the specific parameters of the device now need now need to be
configured through Unity Pro.

The configuration of this drive will take less than 30 minutes, which is much
shorter than the usual time to configure a drive.

By the completion of this exercise the student will:

» Configure an Altivar drive
» Test the functioning of an Altivar drive

To complete this exercise on a PLC the student will need

One M580 PLC (any CPU)

A compatible rack and power supply
An Altivar drive

An Ethernet cable

YV V V V

Select the drive
Double click the device in the DTM browser.

Select the drive required using the various filters. (This can be changed later
at any time).

For this exercise use an ATV630D11M3.
Click OK.

i B

Manual Release 1
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Exercise - Configure an Altivar Drive (cont.)

Create the DFB controlling the drive

Vi.

Vii.

2-8

Double click the drive in

In the newly opened window click the Parameter List tab

the DTM window.

[@nm— @ WoWaming

B9 2 _IL G W device not connected

it mﬁmm“m

[J0, Attivar Process

Reference ATVE30D11M3
aroware Type pHPNZ
Locate Device Supply Votage 200240V ThreePhase
Moaty T Nominal Power TIRWASHP
Nominal Current 4634
Device Name
Asias Name Pumpt2
Structure
Card Reference Serial Number Fieldbus Address Version
Device ATVE30011M3 V13X
Control Board
Power Board
P Drconnected | 0 ostaser

Characteristics

Scroll down the list on the left;

Expand Port — Modbus

TCP

Click Protocol and Drive Profiles:

asE Bloavleapal

E M EEOBAM

T O RED TR

B9 2 WG W device not connected

Generic Settings

Protocol & Drive Profiles.
FOR

ONS

(CISTTV K B}, wotepet \User erors { FoTigewet )\ Seach/iapiace [

Ready

T OFFUNE TCPIP127001

NOT BURT Q ms

Select the 1/0 Profile drop down list and click Altivar DFB.

This will automatically create a DDT controlling the drive upon the next

Building of the project.

M580 Quick Start 1.0
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Exercise - Configure an Altivar Drive (cont.)

viii.

M580 Quick Start

Click OK to validate the changes.

File Edt View Sevices Tooks Buld PLC Debug Window Help [=lelx]
BERE [ DiB|oo | w|eaP 0|y o ehDBAnM Flasme e o M RSm e
02 W W deice nol comected [@ woemor @ Mo waming )]
ST T - S ST ST
|5 pu |5
':mpr | —— ] -] searen = (= |X| Al >
Puep Maritaring —Protocols & Drive Profiles
= Fieldbus
Port - Modbus Serial -@-moavus I
() Tha PLC mustbe stoppad before
= Port - Madbus TCP 10 Profie a change of the U Frofie s aken
nta account
Generic Settings HoldupTime et sec
Protocol & Die Profiles Custom =
FOR L
s b ~)—Drive IO Profile
EX | Inputs (Drive to Controfier ) | | Outputs (Controtler to Drive)
i [ - P
Bacully = i o 0
[
dp0sconnected | | (0 Dmaser I
e
|

‘\4 CIF[V[ Bl ) pot/mpet ) User enors | FOTbgevert ), Seach/Repisc ]

Ready (TR CFFLINE TCPIPAZTO01 NOT BULT Q@ M |

Build the project to instantiate the DDT.
A DDT called pump12 has now been added to the variable list:

Variables | DDT Types | Function Blocks | DFB Types |
Fit
“[T)(%) Mee @[ @EDT WooT @ioooT »

Name - Type
INT

T_M_CRA_EXT_IN

Y
- A5 @ MOD_COM_1

£ 0 Pump12 T_Pump12

| T_BMEP58_ECPU
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Exercise - Configure an Altivar Drive (cont.)

Vi.

Transfer the project to the drive and the PLC

Plug the Ethernet cable into the Drive and in a port of the M580 that allows

connections to DIO drops.

p Note:

If you are un sure of which port is required, refer to M580 embedded Ethernet
Prots in first chapter p 25.

Build transfer and run the project to the PLC as usual.

We also need to transfer the project to the drive;

Right click the M580 in the DTM window, and select connect to the M580 via

the FDT/DTM technology.

Then right click the drive and select store data to device.

-

DTM Browser
{39 HostPC

= 8 < 192.168.10.1 > BMEPSS_ECPU
[ < Modbus: 192. 168 4

Delete Del

Connect

Load data from device

Project B S g
roject Browser oV .

%! Structural view

Copy

Device menu »
Properties ALT+Enter

Print device

_] Operator Scree
& fk, Documentatior

Read the following warning message and press the key combination asked in

the message.

Dialog Box: SafetyPopup FirstActivationDangerScreen
A DANGER

UNINTENDED EQUIPMENT OPERATION

be prone to unintended operation
ly.

fyou agree to follow these instructions, press ‘AltsF

M580 Quick Start 1.0
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Exercise - Configure an Altivar Drive (cont.)

Test the communication using the Device DDT (Hardware is required for
this section)

i. From the animation table make sure that the SCANNER_OK has a value of
1. This means that the M58 is properly connected to a device.

[ Modification Force

Name - Value Comment

Ethemet status

ETH_STATUS

1
&% PORT1_LINK 1 Link up/down for EL.
&% PORT2_LINK 1 Link up/down for Et.
&% PORT3_LINK 0 Link up/down for Et
w ETH_BKP_PORT_LL.. 0 BOOL Link up/down for Et..
&% HSBY_LINK 0 BOOL Link up/down for HS
& REDUNDANCY ST 0 BOOL Redundancy status
|+_SCANNER_OK 1 ) BOOL Scanner OK and sc...
& GLOBAL_STATUS 1 BOOL 0: one or more servi
® SERVICE_STATUS 65437 WORD One bit for each use..
&% RSTP_SERVICE 1 BOOL 0: senvice not operat
& PORT502_SERVICE 1 BOOL 0: service not operat
% SNMP_SERVICE 1 BOOL 0: service not operat...
&% MAIN_IP_ADDRES 1 BOOL Main IP Address St
&% ETH_BKP_FAILURE 0 BOOL Ethernet backplane
% ETH_BKP_ERROR 0 BOOL Ethernet backplane
& EIP_SCANNER 1 BOOL 0: service not operat...
W MODBUS_SCANNER 1 BOOL 0: service not operat...
&% NTP_SERVER 1 BOOL 0: senvice not operat
&% SNTP_CLIENT 1 BOOL 0: service not operat
% WEB_SERVER 1 BOOL 0: service not operat...
% FIRMWARE_UPGR.. 1 BOOL 0: service not operat
& FTP 1 BOOL 0: service nol operat
% FDR_SERVER 1 BOOL 0: senvice not operat
% EIP_ADAPTER 1 BOOL EIP Adapter (Server
® SERVICE_STATUS2 3 WORD One bit for each use...
% A_B_IP_ADDRESS 1 BOOL 0in case of duplicat
% LLDP_SERVICE 1 BOOL LLDP service status
® ETH PORT_1.2.S.. 177 BYTE Ethernet port 1and .
® ETH_PORT3 BKP__ 51 BYTE Ethemet port 3 and
® IN_PACKETS 57093 UINT Number of packels ..
& IN_ERRORS 0 UINT Number of Inbound
® OUT_PACKETS 38526 UINT Number of packets
® OUT_ERRORS 0 UINT Number of Qutboun.
® CONF_SIG 0 UDINT Signature of all files
& B CRA_CNX_HEALTH ARRAXY[1..16]... | CRA Objects Conne.
# B DEVICE_CNX_HEA.. ARRAY[0.7] ... | DIO Connection he..
= @ DIO_CTRL T_DIO_CTRL | CTRL Bits for DIO O
This means that the communication between the Altivar drive and the PLC is

good.

M580 Quick Start Manual Release 1 2-11



Exercise - Configure an Altivar Drive (cont.)

Control and diagnose the drive from the DTM window (Hardware is

required for this section)

Double click the drive in the DTM window.

i
Enable the command from the DTM window by clicking enable:

ii.
: Directon

Command Motor
|

Lo, IR
[Comave ] . | | (NN | | Reverse

‘

- Command ’ Motor Direction
' "] (e
| Disable © | | | [ sop | Reverse

‘

iv.
window should change.
Go to the diagnostic tab to ensure all parameters are OK.
SleE
B

Set a speed by moving the scale button, and run the drive by clicking run.

The drive should now start and the value of the speed displayed in the DTM

|

[

V.
§ Pumpl2 - fdtConfiguration =]
‘ Q(o? N @ data synchronized [® Woemor @ Waming: Yes
& 71 Save Errors status and History as part of the project N
[_ i = Summary 3
e o — S ————
‘Wamning History : .
Warning Groups. Last Warning Fan Feedback Warning [FFDA] 00/00/0000 00:00
-
T
.........
.
Dri Ready
T =T
Command Motor Dir Speed
w7 | T |, O @ Somid || LRI | owese
J | T | [ evrse 0 194tz o Cer LocateDevce bl
B Connected T 90 Device/Data set |29] [ pevice 0
vi. Go back to the my device tab to disable the command from the DTM window
M580 Quick Start 1.0 September 2015
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Exercise - Configure an Altivar Drive (cont.)

Connect the Device DDT to the DFB

i. Import the Pump12FDB.xbd section And the Pump120S.xcr Operator screen
located here into the project.

ii. Build the project.

|Tonls| Build PLC Debug Window Hel}

v Project Browser Alt+1
Hardware Catalog Alt+2
@ Types Library Browser Alt+3
Operator Screen Library Alt+4
Search / Replace Alt+5
Diagnostic Viewer Alt+6
PLC Screen Alt+7
Variable Window Alt+8
Data Editor Alt+9
v DTM Browser Alt+Shift+1
Bookmarks Alt+Shift+2

Trending tool
Project Comparison ...

Convert Partially ...
Network Inspector

Types Library Manager...
Customize

Options...

Project Settings...

ﬁ Note:

If the following error is seen: “E1203 usage of multi assignment statements is
disabled” refer to Tools Project Settings

M580 Quick Start Manual Release 1 2-13



2-14

iv.

Exercise - Configure an Altivar Drive (cont.)

= General
Build settings

PLC embedded data

PLC diagnostics

PLC behaviour

Path

Time

Configuration

Variables
& Program
= Languages

Common
FBD

Lo
Mixed display
SFC

= Operator Screens
Controlled Screen
Last opened screen

o ® Bpor

Management of build messages

i Project autosaving on download

x

Allow procedures
Allow subroutines
Allow nested comments

*b:+c] (STALD)

Usage of ST expressions (LD/FBD)
Maintain output links on disabled EF (EN=0)

Allow empty parameters in non-formal call (ST/IL)

M@

In /Program/Languages/Common and tick the a11ow multi assignment box.

Project
= Project Seftings

é> Note:

If you have “E1208 usage of dynamic arrays is disabled”, in the project settings
click variables and tick “allow dynamic arrays”.

= Project Seftings
= General

Management of build messages
Build settings
Project autosaving on download
PLC embedded data
PLC diagnostics
PLC behaviour
Path
Time
Configuration
Variables
= Program
= Languages
Common
FBD
2 LD
Mued display
FC

FC mult toker
ST
511984
5 Network Disple

View

= Operator Screens
Controlled Screen
Last opened screen

oA ot B Bpot X

Build the project again.

Allow leading digits

Character set

Allow usage of EBOOL edge

Allow INT/DINT in place of ANY_BIT

Allow bit extraction of INT, WORD and BYTE
Directly represented array variables
Disable array size compatbility check
Enable fast scanning for trending

Force references intialization

v

r
r
r
v
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Exercise - Configure an Altivar Drive (cont.)

Vi.
vii.

viii.

M580 Quick Start

Test the drive from an operator screen [Optional] (Hardware is required

for this section)
Build and transfer the project to the PLC and the drive then Run it.

Open the operator screen and enable write variable modification.

® =22m0 2%

(= [BEEEB « 4 #ror - BB NR|ETR

M\Ooc~NAamE: | EBo@De

DTM Browser [
3 HostPC EnDFB || ATV6XX
= P < 192.168.10.1 > BMEPSB_ECPU DFB
§ <Modbus:192.168.11.3 > Pump12 En.Device )
NOT Ready
AUN
DIR
[o:0
Project Browser e | ‘
T8 Structral vew | | rreser speed_pm (0.0
) Motion | current 0.0
_] Communication Ctrl_CMD torque 0.0
S Sroprem power 0.0
@ Tasks Cul_SP
O mast
3 Sectors
. test
o 04 pump_12
0 Rsectons
& Events
() Tmer Events
) YOEvents
[} Animation Tables
3 Operator Screens L
B Pumpr2 vt « W 5
Documentation
), Decmen @ PiCbs | 5ton MASTI| N Doto Edtor ) Pump12_ it [E P2 10 | Sl 12 1]

Hf{Rack (\2.10 | BME XBP 0400) Linking
Linking

Process succeeded : 0 Error(s) . 1 Warning(s)
([ <717\ Rebuild All Project { _woot/epot )\ Usemon J, FOTlgeved ), Seach/Fepsce [

Ready ode JEQuAL JlIRUN JUPLOAD INFO
Note: If the text Ext.controlled is displayed it probably means that did not
disabled the control form the DTM window (redo the steps at the end of 5
“Control and diagnostic” the drive from the DTM window).

e Jeunt] Q@ ms

[ TcPPa27001

Q' - [Pumpl 2 HMI
B) File Edit View Sevices Tools Buid PLC Debug Window Help NAK
~u8é Q|- sap|@ [EEEB @« « # For - BB U TR W REm TR
M\OocHNdauEt EBorEDe BIE e 5 (@
DTM Browser o
3 HostPC EnDFB || ATV6xx
P < 192.168.10.1 > BMEPSE_ECU —(DFB
B <Modbus:192.168.11.3 > ump12 En.Device
- o NOT Ready
RUN
DIR
0.0
Project Browser [ [
T stuctealview || | [meser_F Spoed_jpm | 100
T Motion 7 5 current 0.0
_1 Communication Ctrl_CMD torque 0.0
3 Program _ power 0.0
& Toks cul_SP
O masT
& sectons
o (@) test
o B3 puo_12
) SRSectons.
& Evenss
(3 Timer Events
0 voEvenss
1 Animation Tables
3 Operator Screens =
B Pumpi2 « = N
o —— T || @ _PiCbus |%tes: MASTI[RS Data Ecor Nmu“nmEnmu-m Seoume_12:.]

Hl{Rack \2.1\0 | BME XBP 0400) Linking.
Al inking
Process succeeded : 0 Error(s] . 1 Warning(s)

<1717\ Rebuild All Project _mpot/eot )\ Useremos )\ FOTlgevert )\ Search/Repiace ]

Jrun JupLoa INFO O RISIESEITYRY Mem Jeun ] Q@ ms

[800,:333)

The device should start running and the speed should be actuated in the
operator screen.

NOTE: The values aren’t actuated in the DTM window.
Stop the drive when finished.

The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.

Manual Release 1

215



Summary

Summary

Questions

2-16

In this chapter the following topics have been covered:

YV V V

>

Installing a DTM in Windows

How to add a DTM in Unity Pro

Configuring an Altivar drive through Unity Pro
Testing an Altivar Drive through Unity Pro

The following questions will help to check understanding of the topics covered in
this chapter:

>

What kind of device can be included in a DIO drop?

» What is the main advantage of device integration? (You can take the Altivar

drive as an example)
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NOC

Introduction

Topic Objectives

M580 Quick Start

The first chapter explained the use of the different ports of the M580: Connecting
to RIO or DIO drops or to a third party client such as a SCADA or Unity Pro.

A NOC’s role is quite similar: Connected to DIO drops or a SCADA. Doing so,
will extend the number of drops connected to the M580 rack, as well as freeing
bandwidth and CPU usage for the M580.

This chapter will explain how to configure a NOC; Once the NOC is configured a
D10 drop will be connected to it, as per the DIO chapter, or connect it to the
SCADA system.

By the end of this section the student will be able to:

» Configure an NOC both for SCADA applications or to connect to DIO drops

Manual Release 1
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Learning
Outcomes

Equipment &
Software
Required

2-18

Exercise - Distributed Devices via a NOC

By the completion of this exercise the student will be able to:

>

>
>

Implement an isolated distributed device network using the BME NOC 0311

module
Integrate a distributed device using Modbus/TCP
Monitor and control the health of a device via the available DDTs.

This exercise requires the Advantys software.

To complete this exercise on a PLC the following equipment is required:

YV V V V V

One NOC 0311

One M580

One compatible rack

One compatible power supply
STB Modules

Add the BME NOC 0311 to the Local Rack.
Open the PLC Bus and insert the BME NOC 0311.2 module into the correct

slot as per the hardware configuration.

New Device
Topological Address:

Part Number Descripbon
Modicon M550 local drop
& Analog

Communicabion

BME NOC 0301 2 Ethermet Communication Module

BMX EIA 0100 AS-interface Module V3
BMX NOC 0402 Ethamet 4 Port 10/100 RM5
BMX NOM 02002 Bus Modulo 2 ASAB5/232 porl (SV »= V1.2)
BMX NOR: 0200 Ethemet 1 port 101100 RJ45 - RTU
BMX NRP (200 Fiber Converter MMILC 2CH 100Mb
BMX NRF 0201 Fiber Converter SMILC 2CH 100Mb
& Counting
© Discrete
i Maotion
& Third party products

e _—
. e LT - laa MO -w s

BME NOC 0311 2 Factory Cast Ethemat Module

Use the default name and click the OK button.

M580 Quick Start 1.0
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Exercise - Configure an Altivar Drive (cont.)

Vi.

M580 Quick Start

Configure the IP address of the BME NOC 0311.
View the DTM Browser by selecting Tools » DTM Browser.

v Project Browser Alt+1
Hardware Catalog Alt+2
M Types Library Browser Alt+3
Qperator Screen Library Alt+4
Search / Replace Alt+5
Diagnostic Viewer Alt+6
PLC Screen Alt+7
Variable Window Alt+8
Data Editor Alt+9
DTM Browser Alt+Shift+1
Bookmarks Alt+Shift+2

Trending tool
Convert Partially ...

etwork Inspecto
Ethernet Network Manager...

BTypes Library Manager...

Customize

Options...

Project Settings...

In the DTM manager, right-click the BMENOCO0311 and select Open from

the menu.
‘DTM Browser z
= 1Host PC

I& < 192.168.10.1 > BMEP58_ECPU_EXT

In the browser tree, select TCP/IP.

7 BMENOC0311_2 - fdtConfiguration = & e
= BMENOCO0311_2

} Communication Schneide r

Electric

Channel Properties B
Switch

= Services

Configuration: Static -

Group/Parameter Value
LIP Address
4 Module 1P Address 192.168.14.1
Address Server % Sub-Network Mask 255.255.0.0
SNMP i Gateway IP Address 192.168.0.1

RSTP Description
QoS
Service Port

Security

EtherNet/IP Local Slaves
Local Slave 1

5 emenocn.

From there, you can see the IP address assigned to the device. In the
picture: 192.168.14.1. This IP is assigned by the PLC, and can't be
changed.

Close the window.

The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.
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Summary

Summary In this chapter the following topics have been covered:

» How to add a NOC in Unity Pro
» Configuring a NOC

The following questions will help to check understanding of the topics covered in

Questions
this chapter:

» What are the possible roles of a NOC?
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M580 Isolated Device Networks

Introduction

Topic Objectives

M580 Quick Start

Distributed 1/0O can be combined with RIO on a single network to reduce wiring
and installation costs. However, with a large amount of DIQO, this can impact
performance of both the RIO and DIO networks.

A solution is to isolate the Distributed I/O onto a separate network. This chapter
details the techniques for this and how to use the BME NOC to achieve network
isolation.

By the completion of this topic you will be able to:

Understand the difference between combined and isolated Device Networks
Investigate possible network architectures

Configure an Isolated Device Network using the BME NOC 0311

Use the BME NOC 0311 Web Services

Configure a FactoryCast Web page

This Part Covers the Following Topics:

Device NEtWOIKS .......coiviiiiie e 2-22
BME NOC 03% 1 ....ociiiiiiieieiieieeseseese e 2-24
BME NOC WEeD SEIVICES......ccveeieeeieeie e 2-38
T (0] Y O T SRR 2-42

Manual Release 1

2-21



Device Networks

Distributed A distributed device cloud is one or more distributed devices that are daisy
Devices chained or linked to a standard switch or service port in the M580 architecture.

A cloud can be connected to the main ring via a dual-ring switch (DRS), or it can
be isolated via a direct connection to an M580 CPU with the DIO Scanner Service
or an Ethernet module (BME NOC 03x1) in the Local Rack.

A single connection allows a single device or multiple devices to be "daisy
chained" shown above the CPU in the picture above. The configuration shown
below the CPU is a Daisy Chain Loop
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Isolated Device Networks

Isolated The second way to integrate distributed devices is to separate them from the
Distributed M580 Ethernet Remote I/O network. This allows for optimum utilisation of
Device Network resources. Daisy chain loops are supported.

We will not learn how to do this in this training.

CPS m eP58

2000
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BME NOC 03*1

BME NOC The BME NOC 03*1 is a replacement for the BMX NOC 0402. Physically it is
almost the same but only has three Ethernet ports on the front of the module. The
fourth port has been moved to the back of the module to connect with the Ethernet
bus on the rack.

ETHERNET 10/100

It is functionally similar to the BMX NOC 0402 although it has Cyber Security
built in. It also does not require the Interlink cable that is used by the BMX NOC
0401 to communicate with the processor.

é) Note:

Although the BME NOC 03*1 has multiple RJ45 ports it only has a single IP
address.
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BME NOC 03*1 (cont.)

Module
Description

~
Item | Description Function
1 Module Name BME NOC 0301 or BME NOC 0311
2 LED Array Module status and diagnosis
3 Service Port Used for programming, diagnostics, SCADA, HMI etc.
4 Device Network Port | Ethernet comms to distributed devices
(ETH2)
5 Device Network Port | Ethernet comms to distributed devices
(ETH3)

fp Note:

The two device Network ports can provide redundant connections to distributed
devices.
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BME NOC 03*1 (cont.)

Features The BME NOC module provides the following features:

I/0 Scanner

Modbus TCP Server

HTTP Server

Address server for connected Ethernet Devices
SNTP client

» FactoryCast Server (0311 only)

YV V V V V

The 1/0 scanner provides EtherNet/IP and TCP/IP scanner services for
communication to distributed equipment on a DIO network.

The HTTP server provides access to the modules web pages using a standard web
browser.

The FactoryCast server also includes a FTP server and allows the creation of basic
HMI pages for web animation

Feature Both modules support all features except FactoryCast Enhanced Web Server which
Comparison is only available on the BME NOC 0311.

BME NOC BME NOC
Ethemet FactoryCast

Router No
/O Scanner max connect 128
Support EtherNet/IP Yes
Support Modbus/TCP Yes

Web server type Advanced
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Exercise - Distributed Devices via a NOC

Learning By the completion of this exercise the student will be able to:
Outcomes

» Implement an isolated distributed device network using the BME NOC
0311 module

Integrate a distributed device using Modbus/TCP
Monitor and control the heath of a device via the available DDTSs.
> Isolate the Distributed 1/0 from the rest of the Ethernet architecture.

Y V

Add the BME NOC 0311 to the Local Rack.

1 Open the PLC Bus and insert the BME NOC 0311.2 module into the
correct slot as per the simulator being used.

| i 5%
| Mew Device a = BB snn — u e A==
OK
Topological Address: 02
Cancel
Part Number Desscription Help
Madicon M580 local drop
& Analog

= Communication
301 mmunical

1E N the M

BME NOC 0301.2 Ethemet Communication Module
BME N Factory Cast Ethermet Modui
BME NOC 0311.2 Factory Cast Ethemet Module
BMX EIA 0100 AS-interface Module V3
BMX NOC 0402 Ethemet 4 Port 10/100 RJ45
BMX NOM 02002 Bus Madule 2 RS485/232 port (SV >= V1.2)
BMX NOR 0200 Ethemat 1 port 10/100 RJ45 - RTU
BMX NRP 0200 Fiber Converter MM/LC 2CH 100Mb
BMX NRP 0201 Fiber Converter SMALC 2CH 100Mb

© Counting

& Discrete

& Mation

# Third party products

O data type: Topological

2 Use the default name and click the OK button.

Configure the IP address of the BME NOC 0311.
1 View the DTM Browser by selecting Tools » DTM Browser.

~ Project Browser Ale+1
I Hardware Catalog Alt+2
2 Types Library Browser Alt+3
Operator Screen Library Alt+4
Search / Replace Alt+5
Diagnostic Viewer Alt+6
PLC Screen Alt+7
Variable Window Alt+8
Data Editor Alt+9
DTM Browser Alt+Shift+1
Bookmarks Alt+Shift+2

Trending tool
Convert Partially ...

Ethernet Network Manager...
B Types Library Manager...
Customize

Options...

Project Settings...
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Exercise - Distributed Devices via a NOC (cont.)

2 In the DTM manager, right-click the BMENOCO0311 and select Open
from the menu.

DTM Browser L2

‘= Host PC
I8 < 192.168.10.1 > BMEP58_ECPU_EXT

=7 < 192.168.14.1 > BMENOC0301_2
Open |
Add... |

3 In the browser tree, select TCP/IP.

i BMENOC0301 _2 - fdtConfiguration i@@

= BMENOC0301_2

! Communication Schneider
Z

Electric

TCP/IP -
Configuration: Static -

Services -
Address Server NP Add
2 ress
SN £ Module TP Address 192.168.14.1

RSTP 4 Sub-Network Mask 255.255.0.0
QoS i Gateway IP Address 192.168.0.1

Group/Parameter Value

m

Senvire Dart

< T » Description

‘ Help ‘ OK [ cancel | Apply

< Disconnecte 0 Data set

4 Note that the IP address is automatically set. In the above picture it is
set to 192.168.14.1.

5 Click the Cancel button.
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M580 Quick Start

Exercise - Distributed Devices via a NOC (cont.)

Add the Advantys STB DTM.
1 Right-click the BMENOCO0311 and select Add... from the menu.

DTM Browser

(=]

3 Host PC
B < 192.168.10.1 > BMEP58_ECPU_EXT

7 < 192.168.14.1 > BMENOC0301 2
Open

2 Locate and Select the STB NIP2x1x item from the list of available

DTMs. Click the Add DTM button.

()

Device Type Vendor Version Date -
B Schneider TCSESMOSXXXXXX R Device Schneider Electric 11
B TCSESMO8XOOOXXX R Device Electric 12
Bl Schneider TCSESMT0XXXXXXR... Device Schneider Electric 11
B TCSESMT0XOO0XXX R Device Electric 12
B Schneider TCSESM1EXXXXXXR... Device Schneider Electric 11
B Schneider TCSESM16X000XX R. Device Schneider Electric 12
B Schneider TCSESM1EXXXXXXR... Device Schneider Electric 13
B Schneider TCSESM24X000XX R. Device Schneider Electric 11
B TCSESM243000KKK R Device Electric 12

STB NIC2212
STB NIP2x1x

Device
Deavice

Schneider Electric
Schneider Electric

2x3x
1X,2X, ...

STBNIC2212 (from EDS) Device Schneider Electric 210
TSXETC100 (from EDS) Device Electric 11
TSXETC101 (from EDS) Device Schneider Electric 11
TSXETC101 Revision 2.1 (from E_. Device Electric 21
AMCI-NR25-ENIP (from EDS) Device Advanced Micro Co... 12
AMCI-NX1F2E (from EDS) Device Advanced Micro Co.. 13
AMCI-NX1F4E (from EDS) Device Advanced Micro Co.. 13
AMCI-NX2A4E (from EDS) Device Advanced Micro Co.. 13
AMCI-NX2G4E (from EDS) Device Advanced Micro Co.. 13
AMCI-NX2E4E (from EDS) Device Advanced Micro Co.. 13

AMALNVANE (fram ENGY

Povinn

Ak A Minen P

12

Add DTM

Close

This DTM is installed by the Advantys Configuration Software.

ﬁ Note:

If there the STB NIP2x1x does not appear in the list; check your installation of

Avantys.
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Exercise - Distributed Devices via a NOC (cont.)

3 Use STBNIP2311_NOC for the DTM Alias name.

General | Device information | DTM information | Protocol information

DTM name management

Name ‘STBNIP23I 1_Nog| ‘

Default I/0 vision management
Variable name STBNIP2311_NOC
Type name : T_STBNIP2311_NOC

[ ok J[ camwa || rop

Be aware of the Variable Names that are being created based upon
the Alias Name.

Use the DTM to configure the new module.

1 Double-click the new STB item within the DTM Browser. The DTM
will open and will show a view of an empty island configuration.

Advantys Configuration Software is not linked.
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M580 Quick Start

Exercise - Distributed Devices via a NOC (cont.)

2 Click the Start Advantys button.

The Advantys Configuration Software will open, and a Blank
configuration is shown.

[B Advantys - [STB_NIP2311_RIO] [- O[]
Fie Edt View Isand Online Options Window Help @@ -18|x|
s@O®E(@plG%rE|en||iDRx|0oo0|
@ dalccazsuna|
orkspace Browser ]
=578 ERBY -5 - Catoioo)
= STE_NIP2311_RIO
== Raill
[
® L ® @ @ e @
L
STB_NIP2...
ﬁ STB_NIP2311_RIO
\ Catalog of STB modules for Advantys Configuration Software - standard version. I{U_ﬁE ‘_ ’_ 4

3 From the Catalog Browser, expand the Networking family and select
the STBNIP2311 - V4.xx NIM (Network Interface module).

=] STB - Catalog
=-f8 Networking

3 STBNIP2212-V3.ux

RS TBNIP2311 - V4 xx

®-E-E-E-E-E-E-E-E-E-E

! Enhanced C&Nopen

Networking [Legacy)
Power

Digital Input

Digital Dutput
Analog Input

Analog Output
Special-purpose
Accessories
Preferred

Obsolete
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Exercise - Distributed Devices via a NOC (cont.)

4 To add the NIM to the configuration either double-click the
STBNIP2311 - V4.xx or drag & drop it to the empty island.

NIP 2311

. [T Eerat "
@
]

Moo TGP
1001087

R
il ke

5 Configure the remaining components of the island using the same
method as above.

NIP2311

W'-
14127 3| 442

The remaining components can be located in the Catalog Browser in
the Power, Digital Input & Digital Output families respectively.

2-32 M580 Quick Start 1.0 September 2015



Exercise - Distributed Devices via a NOC (cont.)

6 The last item to add is the terminator that resides at the end of the
Island. Locate the STBXMP1100 - V1.xx from the Accessories
family and add it to the Island.

=1 STB - Catalog
&P Networking
P Networking (Legacy)

&
&
&
&
&
&
=

Accessories
STBXBET100 - V1.xx
STBXBE1300 - V1.xx
STBXBE2100 - V1.xx

[ Preferred
#- &4 Enhanced CANopen
) Obsolete

The Island configuration should now look similar to this.

PDT 3100

e

(i

7 The final step is to save the configuration. Using the Advantys
Configuration Software toolbar, click File » Save, this will build the
Island and then Export the data back to Unity Pro.

STB_NIP2311_RIO |

2013-08-05 15:10:04 - Generation of "DDXML Communication” sections. _:]
2013-08-05 15:10:04 - Generation of "DDXML Application Process" sections - data type definition.

2013-08-05 15:10:04 - Generation of "DDXML Application Process" sections - module type definition and configuration.

2013-08-05 15:10:04 - Generation of "DDXML Application Process" sections - madule instance definition.

2013-08-05 15:10:04 - Generation of "DDXML Application Process" sections - parameter definition.

2013-08-05 15:10:04 - Generation of "DDXML Application Process" sections - module description.

2013-08-05 15:10:04 - Creating output file C:\tempiFDTDTMA\3BD4BFEC-14B5-49b3-B333-DE2147D33645\D TMBulkdata'64154e6c-73b3-403e-b343-84fdef231653
\Ddsml.zml.
2013-08-0515:10:04 -
2013-08-05 15:10:04 - Export completed successfully. X
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Exercise - Distributed Devices viaa NOC (cont.)

8 Close Advantys Configuration Software.

The DTM in Unity Pro is updated accordingly.
9 Click the OK button.

10 Close the DTM.
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M580 Quick Start

Exercise - Distributed Devices via a NOC (cont.)

Configure the IP settings of the STB via the BME NOC DTM.
1 From the DTM Browser, right click the BME NOC DTM BMENOCO0311

and select Open... from the popup menu.

DTM Browser

‘>3 Host PC
-8 < 192.168.10.1 > BMEP58_ECPU_EXT

=A< 192.168.14.1 > BMENOC0301_2

%, < Modbus:192.168.14.3 > STE

Add...

The BME NOC DTM will open.

= BMENOCO0301_2
': Communication

Schneider

»

Switch
TCP/IP
Services

Global policy

[ m

Address Server
SNMP Services
RSTP
QoS
Service Port TFTP :

FTP :

A~

i Enforce Security ‘ =

[Disabled |

[Disabled |

e — e — 1
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Exercise - Distributed Devices via a NOC (cont.)

2 Locate the Device List, select the STBNIP2311 NOC item, and then
select the Address Setting tab. Configure the Address Server
settings as follows, ensure the ldentifier uses the correct format as

shown below.

BMENOC0301_2

>.
L i i [
' Communication SChneldel‘
a Electric
Local Slave 14 “ | Properties| Address Setting |Request Setting
Items
Local Slave 15 Configuration
Items 1P Address: 192 . 168 . 14 . 23
_ Local Slave 16
Items Subnet Mask: 255 . 255 . 0 0
Device List
[000] STB_NIP2x1x <MDB: 1= Gateway: 192 168 . 1 ]
Logging =
‘ T » < \ m
Help oK Appl

By doing this, the PLC will assign the IP Address 192.168.11.23 to
the STB with role name of STBNIP2311 0xX. To match this name, on
the simulator, set the rotary switches on the front of the STB to 3 for

ones, and 2 for Tens.

143902 %2
12@ :@
U
1075<6 56
Tens Ones

3 Click the OK button to accept the changes.
4 Build the application.
5 Save the application.
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M580 Quick Start

Exercise - Distributed Devices via a NOC (cont.)

Auto-configure the Advantys STB Island

1 Power cycle the Advantys STB island, so it will take into account the
new rotary switches configuration.

2 Open the front door of the Network Interface Module (NIM).

3 Using a screw driver, press and hold the RST button for 3 seconds to
reset the Island to its factory settings. (This action has nothing to do
with the IP Address: It is just to reset the modules configuration).

4 When the reset is done, both PWR and RUN LEDs should be steady
on.

Test the Distributed Device.
Connect, Transfer and RUN the application.

5 Use a Red patch cable to connect the Device port of the NOC to one
of the available Ethernet ports on the STBNIP2311.

6 Open the Data Editor, select the STBNIP2311_NOC variable and add
it to an Animation Table.
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Exercise - Distributed Devices via a NOC (cont.)

7 Expand the structure and click the Modification button to be able to
modify the values of this variable.

Table[I/0 network Editor Skeleton] [ _ (O] X]
Modification | Force | I W | v A I s ] \ % &
Name v Value Type v Comment I
_E]_B STB_NIP2311_RIO T_STB_NIP2311_RIO
@ Freshness 1 BOOL Global Freshness
@ Freshness_1 1 BOOL Freshness of Object
=@ Inputs T_STB_NIP2311_RIO_IN Input Varables
i i 4 ID3_Input_Data 3 BYTE
i FreeD 0 BYTE IUnused Variable
i 1D3_lnput_Status 0 BYTE
@ Freel 0 BYTE IUnused Variable
@ |1D4_Echo_of Output_... |1 BYTE
- @ Free2 0 BYTE Inused Variable
-4 |D4_Output_Status 0 BYTE
- @ Freel 0 BYTE Inused Variable
[ @ Outputs T_STB_NIP2311_RIO_OUT | Output Variables
@ D4 _Output_Data 1 BYTE
= B Freed ARRAYI0..2] OF BYTE Unused Varable
@ Freed]0] 0 BYTE
@ Freed[l] 0 BYTE
@ Freed[2] 10 ] Yle.. |

8 Set a value to ID4_Output_Data and observe the outputs of the STB
on the simulator.

9 Add the BMENOC0311.MODBUS_SCANNER variable to the
Animation Table, confirm the Distributed Device Service (Modbus
Scanner) is now in operation.

-l MODBUS_SCANNER | 1 [ BOOL |

10 Save the application.

11 View the Device List, and observe the Request/Connection
Summary information, making note of the addresses being used. In
order to view the Request/Connection Summary section the DTM
may have to be maximised, or locate the scroll bar and scroll down.

Request [ Connection Summary

Device Name | Type | Address | Rate (msec) | Input Packets per second | Qutput ~
STENIP2311 NOC Modbus 192,168.20.23 &0 16

12 The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.

L
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BME NOC Web Services

What are Web
Services

How to access
BME NOC Web
Services

M580 Quick Start

Web Services are provided by a Web Server embedded in the BME NOC modules.

They provide diagnostic and other information to show the operation of the
module. They also give diagnostic information to help with troubleshooting.

/2 bt/ 192.168.10.20] - Windows laternet Explorer

QoS

NP Model

Redundancy

Enabled
Enabled
o Disabled
Working Properly
Disabled

BME P55 3040
RUN

1ms

No

113

Projet

10
10
v1.01 IR12
10

192.168.10.20
255.255.0.0
0000

00 00 54 22 27 4C
HostName BMENOCO311

@ Intenet | Frotected ods: On

BES T

O§ See Also:

Web services were examined briefly in the Exercise - View the CPU Web Pages
(page Error! Bookmark not defined.) as the CPU offers similar functionality.

Web services can be accessed using any Web Browser from a computer on the

BME NOC network. Simply enter the address of the BME NOC into the browser's
address bar to open the Web Services main web page.

If security is enabled, a username and password will be required to access the Web
Server. The default username is ‘admin' and the default password is ‘factorycast'.
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BME NOC Web Services (cont.)

Diagnostics The Diagnostic Viewer offers several pages of diagnostic information for the BME
Viewer NOC. These includes the following:

Module Status
Performance

Port Status

I/O Scanner
Redundancy Status
Alarm Viewer
Rack Viewer

These pages can assist with fault-finding the module or device network. The other
pages that are available can assist with more detailed network troubleshooting.
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Exercise - BME NOC Web Services

Learning By the completion of this exercise you will:
Outcomes

Access Web Services in the BME NOC

Enable the HTTP connection.

1 In the DTM manager in Unity Pro, right-click the BMENOCO0311 and
select Open from the menu.

DTM Browser @

‘= Host PC
—'#8 < 192.168.10.1 > BMEP58_ECPU_EXT
E, < Modbus:192.168.10.3 > Pump12

=8 < 192.168.14.1 > BMENOC0311_2
% < Modbus:192.168.14.23 > STBNIP2311 NOC

Add..
2 In the browser tree, select Security.

3 Drop down the HTTP Selection box and choose Enabled from the list.
4 Build the application and download it to the M580.

Connect to the BME NOC Web Server.

1 Connect an Ethernet cable from the PC to the service port of the BME
NOC 0311.

2 Open the Web Browser and enter the address http://192.168.20.1
(where X is the Group number being used).

3 If the login screen is displayed, enter the following:

Username: admin Password: schneider

View the Status Summary

1 Click the Diagnostics tab.

/2 hti:][192.168.10.20] - Windows Internet Explorer

Enabled 10

Enabled

10

ol Disabled w101 IR12

Working Properly 10

Disabled

BME P58 3040
192.168.10.20
RUN

55 255.255.0.0

1ms

= 0.0.0.0
00 00 54 22 27 4C
BMENOCO311

Rack Viewer

=l

- £

2 View the information displayed on the Status Summary page.

er.on. | [T | K intemet  Protecisd ods: On i R
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FactoryCast

What is FactoryCast is a Web server included with the BME NOC 0311. It provides the
FactoryCast? following features:

Custom Web Pages to create a user defined interface to the module

Rack Viewer providing a graphical representation of the configured ePAC system
including all modules and I/O status

ePAC Program Viewer giving a view of the ePAC program code with animated
variable states

Trend Viewer for graphical visualisation of variables
Customisable Dashboard with widgets to provide an efficient view of process data

Configuration is via a built-in designer which is part of the Web Interface. Logos
and colours can be configured to provide easy brand labelling.
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Graphic Viewer

M580 Quick Start

FactoryCast (cont.)

The Graphic viewer allows data to be displayed on a page in a Web browser.

/2 http://192.168.20.1/ - Windows Internet Explorer

[_[o[x]

@_\‘f/ - |G http: //192,168.20. 1/#home

j healEs I/»E‘;

.7 Favorites ‘ 53 @] Suggested Sites ~ @] Web Siice Gallery =

BE' .| &P hitp://192.168.20. 1/

x | ESTBNIP 2311 | |

BB e

safety - Took +

®-

BMENOC0311

Home mMonitoring

Alarm Viewer 1 - %
Alarms

StatusMessage Occurance
@ Clock calendar Menday, Jan
fault 1:33:48 AM

ACK All

DEL All
Message Board -

min: message test

2 send

Telll M580 FactoryCast™ \Web

Diagnostics Setup
+ Data Viewer - STB = x +# Chart Viewer - - X
STBOutput
Symbel val
STBOUtpUE Try Bar -
250
# Graphical View -%
0 256 =00
150
STBOutput
100
10:49:15AM
10:49:20AM
Legend
Symbol

B  STBOutput

@ 2014 Schneider Electric. All Rights Reserved

English | Hep 2]

[l

Chart

B

Data Table

o]

s

raphical View

Bl

Done

[T [ [ [ [ & mtemet]Pprotected Mode: On

[“a - [% 100%

)

Several widgets are available to simplify configuration of the graphic display.
These can be added to the page and the data point selected.

Tables and graphs must be configured in the monitoring section before they can be

displayed in a widget.
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Exercise - FactoryCast Graphic Display

Learning By the completion of this exercise you will:
Outcomes
Access FactoryCast in the BME NOC
Explore the FactoryCast Data Display features
Prepare the application to use FactoryCast.
In Unity Pro, select Tools » Project Settings to open the project settings.
1 Select PLC embedded data from the left menu.
Project Settings HE
e Data dictionary r
Buid selfings Preload on build changes r
: uwn\uad Efrl‘;c:;; Build changes time-out [sec] :_EI
Time Animation tables r
i Optimize data onine change r
A et B Ewot X Beseril o apey Cancel Help
2 Select the Data Dictionary tickbox and click the OK button to save
the changes.
3 Build the application and download it to the M580.
Connect to the FactoryCast Server.
1 Open the Web Browser and enter the address http://192.168.14.
1.
2 If the login screen is displayed, enter the following:
Username: admin Password: schneider
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M580 Quick Start

Exercise - FactoryCast Graphic Display (cont.)

3 If anything is displayed on the Main screen, delete all the objects as

these may be referencing variables that are not used in the
application.

/2 bt/ 192.168.20.1] - Winddows Internet Explorer

O [0 (el e
Gz Favortes | 3 @] Suggested Ses = ] Web Sic Gallry =

& bipi[152.168.20.1] ‘ | BB o sy ok @
el M580 FactoryCast™ Web

Engmn
BMENOCO3 1

Monitoring Diagnostics

© 2014 Schneiser Electic. AIRights Rsserved.

| g intemet | Pratectsd Mode: On

o~ [Rmm ~

2 Click the Start Synchronization button.

Configure data for the widget

1 Select the Setup tab and in the left menu select Data Dictionary
Sync.

/2 htip:][192.168.20.1] - Winddows Internet Explorer

00 [0 mmsmumes EEE ol

W Pavorites | 5 @ Suggested Sites = @ Web Siice Gallery =

o] @iz sy x| @smp s 1] BB -7 m e Bee Seetye Tess- @-

fgm M580 FactoryCast™ Web e e
BMENOCD311

Monitoring Dizgnos

IRl Data Dictionary Sync
4t Administration -

Themes
Namespace Manager

Loga Manager

© 2014 Schneises Erctic. A1 Rights Rsserved.
i, -

I [ i termet [ ratected Mods: on

[ - [Rwox -

When the process has completed, a message will show
Synchronisation Completed.
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Exercise - FactoryCast Graphic Display (cont.)

Create a new data table.
Select the Monitoring tab.

1 Create a new data Table with the name MyData.

2  Click the Data Dictionary button to show a list of all variables in the

application.

£ Wiegl 19

e

& 19216620, I J

{1 M580 FactoryCast™ Web

BMENOCO311

Diagnostics

Tmervalue UNLOCATED

oK

2014 Schneder Eecrc Al ights Reserved
pe= [ | I tmtermet | Protected Mode: On

IR Create Data Table
@ Cata Tables - New Tabie Name* | 1aypata)
Description
A 0 vaniabiles
selected Dirsct Address
symool Address symbol Address
os cL
o Enable UNLOCATED > Hodala avalabie in lable
Tout UNLOCATED

3 Click the small arrow to the right of each variable to add the variable

to the table.
Symbol Address
Enable UNLOCATED »

/d/> Note:

If there are no variables in the list, go back to Unity Pro and add some internal

variables to the application and download it to the M580.

M580 Quick Start 1.0

September 2015



Exercise - FactoryCast Graphic Display (cont.)

4  When the variables have been added, click the OK button to create
the table.

stmd St * ] et S Galery +
& it 192, 168.20, 3/ [ |

o E) - 0w - Bage- Safety~ Toss- -

| M580 FactoryCast™ Web

BMENOCO311

Engmn

" Diagnostics
o —
By Data Tables -
Create Naw Table
_ symbol DirectAddress  Type  Value  Format status
MyData
& G wir v | Enabe UNLOCATED BOOL TRUE  BOOLEAN = ook
= Chat
Tout UNLOCATED BOOL TRUE  BOOLEAN = e
Create Chart
O3 Progam Viewsr  + Timervae  UNLOCATED TME 208 TIME = ok
Open Program Viewer
2 Custom Pages
2014 Schneider Feciic Al Rights Reserved
Bore

© Dremet | rotected Hode: 0n i [Row -

Add a widget to the main screen

Select the Home tab.

1 Click the Add Widget button to open the Widget menu. Select the

Graphical View widget and drag it onto the main page. Three grey
rectangular blocks will appear.

£ bttp:/[192.168.20.1/ - W

&[G immn s EICEE e
Gy Fuwestas | 5 B Suogestzd Stes + 1] Web Ske Golery =
O b [192.168.20.1] | | Zp e E) - U mm - Page- Saferye Todse Whe
£l M580 FactoryCast™ Web e
_l BMENOC0311
Hom Monitoring Diagnostics Setup
i i d
B
Graphcal View ‘FJ
-
<3
o e
E:i‘
oone [ [ [ (@) ntemet  Prameciadiode: O o~ [%mow -

2  Drop the widget onto one of the blocks.
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Exercise - FactoryCast Graphic Display (cont.)

Configure the widget

Graphical View -%

Configuration of this widget
depends on the graphic type
selected:

Circular Linear Indicatiohlumeric
Gauge Gauge Light Display

e @

Cancel

1 Click Circular Gauge to select it.

Graphical View -5

Configuration of this widget depends
on the graphic type selected:

Circular| Linear Indicatior Numeric
Gauge | Gauge Light Display

P O 20

MIN MAX
0 “I| 20000

- -

Low Threshold High
. | Threshold
0 -
(|0

Save Cancel

2 Drop down the list box to choose an analog variable.

3 Set the Maximum Value to match the maximum value of the variable.

4 Click the Save button to save the widget and display the data.

# Graphical View -%
Q 20000
TimerValue

5 The configuration of the widget can be changed by clicking the
spanner icon in the top left hand corner.
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Exercise - FactoryCast Graphic Display (cont.)

Create a chart.
Go to the monitoring tab and select Create Chart from the left menu.

1 Give the chart the name Mychart and add an analog value to the
configuration (click the arrow as with the data table).

£2 hittp:/ 1192.168.20.1) - Winidows Internet Explorer

[« BT EIEE sl

s Favorkes | 55 2

O pitonf152. 168,20,/

£ M580 FactoryCast™ Web

BMENOCO311

Diagnostics

EENEY Ce:te Chart

Data Tables
L) Chart Name® | myChart

Create New Table

NyDats Plot Frequency” | 000

&> Graghic Viewer
2 Chan

Plot requency unit | pmiseconds =]

Piot Points*

IOz Propram Viewer

Auto-Scaie” R

Open Pragram Viewsr .
Add Variables to MyChart

[ Custom Pages
1 variable
selected hrect Addres: ®
Symbol Address Symbol Address
oo Oty | TOU UNLOCATED »u  Timervaie UNLOCATED
Enable UNLOCATED
Create Chart
92014 Sehneiser Eectic. Al ights Reserved =
Dore [ = | i intemet | Protected Mode: On 7 [Rwmow - 2

2 Click the Create Chart button to save the chart and display the data.

= b 68.20.
(O A e - | 1 12 e

2,1/5
= Sites = ] Web Shce Gallery +

T Favorees | 55 ] s

& it f152.168.20, 3/ | | -8 v Bager Saktys Tools- @)
am M580 FactoryCast™ Web B
sugrocoss

Monitoring Diagnostics Setup

IS ychart
&y Data Tables -

Create Naw Table

MyData
> Graghic Viewsr
2. Chan Views =

Create Chart

5 Progam Viewsr

Open Program Viewer

L Custom Pages -
o
Legend
Symbol Direct Address  Value
B Timervae UNLOCATED 20000
& 2014 Schneider Enciric Al ights Reserved =
o [ L[ [ et imoiecedtods: on LTI
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Exercise - FactoryCast Graphic Display (cont.)

Add the chart to the home page.

1 Go to the Home tab and drag a Chart widget onto the page. Select
MyChart and click the Save button to display the data.

2 Modify the analog value in Unity Pro and observe the changes on the
Web page.
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Rack Viewer

M580 Quick Start

FactoryCast (cont.)

The rack viewer gives a graphical representation of the M580 architecture, showing
racks, modules and some diagnostic information for the modules. The view can be

zoomed and scrolled to explore the architecture.

/= http://192.168.20.1/ - Windows Internet Explorer [_[O]

)® [ htto://192.168.20, 1/ diagnostis system/rackviewer [ [ J[2 sn Rl

e/

i Favorites | % ] Sugested Sites ] Web Sice Gallery +

&2 http://192.168.20. 1/ | | Y - B - [ @ - page- Safetyr Toos+ @~

M580 FactoryCast™ Web Engisn | rep 2]

BMENOCO311

Manitaring Diagnostics

I Rack Viewer

Menu

& Module ~
Status Summary Drops Layout |Vertical -
Performance Navigation Type (Zooming -
Port Statistics
& Connected Devices v
1O Scanner (@)
Messaging =
) Senices v @ L = |_|I fa -
QoS
NTP H
Redundancy &
g System ~ S A S S
Alarm Viewer “““- - - - -
e -m
[ A -
0 2l al
® 2014 Schneider Electric. All Rights Reserved ;‘
bone [ [T [ [ @ mtemet [ProtecizdMode: on [~ [Roo% -«

Clicking a module will give detailed information for that module. For example,
clicking a NOC module will show Ethernet configuration and port statistics.

BME NOC 0311 : Bus 0 Drop 0 Rack 0 Slot Oilx

© RUN @ ERR orn

Ethernet Configuration

ﬁ Note:

The Rack Viewer requires Microsoft Silverlight installed on the computer.

Manual Release 1
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Exercise - The Rack Viewer

Learning By the completion of this exercise you will:

Outcomes
Use the rack viewer to examine the PAC architecture

2 Ensure that Microsoft Silverlight is installed on the machine.

Click the Windows Start button and enter silverlight into the Search
all Programs and Files dialog box.

Select Microsoft Silverlight from the list.

+ Microsoft Silverlight Configuration @

About |Updates| Playback I Webcam / MICl Permissions I Application Storage

Micresoft Silverlight (84-bit)

W Version: 5.1.30214.0

[ra— (c) 2014 Microsoft Corporation. All rights reserved.
Silverlight

View the Silverlight License Agreement
View the Silverlight Privacy Statement

Warning: This computer program is protected by copyright law and international treaties.
Unautharized reproduction or distribution of this program, or any portion of it, may result in severe
cvil and ariminal penalties, and will be prosecuted to the maximum extent possible under the law.

If Microsoft Silverlight does not appear, or the version is older than
V5 then go to http://www.microsoft.com/silverlight/ and follow the
instructions to download and install the latest version.

Open the FactoryCast Web Page in a browser.
Open the Web Browser and enter the address http://192.168.14.1.

If the login screen is displayed, enter the following:

Username: admin Password: schneider
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M580 Quick Start

Exercise - The Rack Viewer (cont.)

Examine the Rack Viewer

1. Click the Diagnostics Tab. Select Rack Viewer from the left Menu.

2. Use the zoom buttons, or slider to zoom out to see the complete

2 hittp://192.168.20.1/ - Windows:

G -7 s

¢ Favorites | 3 ) Sugoested Sites ¥

& http://192.168.20.1/

{4l x| [ sne 2|~

T - B - Y - Page- Safely- Toos- @-

famm| M580 FactoryCast™ Web

BMENOGO3 11

&P Module
Status Summary
Performance
Port Statistics

o Connected Devices v

Messaging
& Senices v
Qos
NTP

Redundancy

Al Systern v
Al

Home WMonitoring

Rack Viewer

Diagnostics

Engish | Hep &)

&

(3

(2 &

e

= - L]
LR T |
1 1 [ 1
& =0 _
L '.EI.‘D Lo |

Drops Layout |vettical v |
Navigation Type (Zeoming -]

©2014 Schneider Electric. AllRights Reserved.

ore

[ [ [ [ [ [ [@ mtemet|PprotectedMode: On

s [Rao% <,

architecture.

[? Note:

The mouse wheel can also be used to zoom in and out but only when the Java

window has focus.

Hover the mouse button over the various modules to identify them.

Manual Release 1
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Program Viewer

2-54

FactoryCast (cont.)

The Program Viewer allows sections of the program to be displayed complete with
run-time animation similar to Unity Pro.

Program Viewer

al
P Locical View | b Functonal view |

[= Dynamic plc
[ER=3cE

SlovdieDown := SlowieDown + 1;

lif SlowtMeDown = 150 then
STBOutput := STBOutput + 1;
-6 MasT if sTBOutput = 256 then
EHES Sections STBOutput := :
el | end_if;
)£ Sections SR SlowdfeDown :=
(STBOutput) ;

3 Timer Events end if;

The explorer on the left hand side allows the program section to be selected. The
animated section of code is then shown in the right hand section. As with Unity
Pro, hovering over a variable will show the value of that variable.

The main difference is that the Program Viewer is not able to show the state/value
of 1/O variables.

f//> Note:

The Program Viewer requires Java Runtime installed on the computer.

M580 Quick Start 1.0
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Summary

Summary In this chapter the following topics have been covered:

Device Networks

Isolated Device Networks
BME NOC 03*1

BME NOC Web Services
FactoryCast

Questions The following questions will help to check understanding of the topics covered in
this chapter:

What are the possible roles of a NOC?

How many BME NOC modules make up the offer?

Which BME NOC modules support Factorycast?
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Remote I/O (RIO)

Introduction The first chapter explained how to configure local 1/0.
This chapter will show that configuring an R1O drop is quite similar to a local.
This makes the configuration of RIO much easier than DIO drops.
Other advantages of RIO over DIO are:
» The rapidity of communication between the devices and the M580
» The possibility to use FDR (Fast Device Replacement)
» The use of RSTP
See the M580 Configuration Course for more details in these features.
The main limitation of RIO is that only some X80 modules support it.

If you have a Quantum PLC with X80 modules, you can configure these modules
as an M580 RIO drop.

Topic Objectives By the end of this section the student will be able to:

» Configure a RIO drop
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Exercise - Implement a Remote I/O Drop

Learning By the completion of this exercise you will:
Outcomes
» Deploy a Simple Daisy Chain Loop architecture with Unity Pro

» Implement an eX80 series remote 1/O drop
» Use both FDT/DTM and DDTSs to retrieve diagnostic information
Equipment To complete this exercise on a PLC the following equipment is required:

Required
One DDO1602

One M580 **40

One compatible rack

On compatible power supply
One Ethernet cable

YV V V V V

Make sure you have a **40 part number M580.
i In the Project Browser, double-click the PLC bus.

View Services Tooks Build PLC Debug Window Help

ABES | R e v BAEE EE S W([EROB B MR - Hn (@R T o o 2ET e
@Aams Q- | )
Project Browser [=]]

ii. The main rack window will pop-up

iii. Make sure the part humber ends in 40.
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Exercise - Implement a Remote I/O Drop (cont.)

If it is not the case click the drop down list and select a **40 CPU.

D File Edit View Services Tools Build PLC Debug Window Help

-|elx
AFE o & HEEOBw M - m e =EmM W
@ !
BME P53 1020 01.00
Project Browser = [BME PES 3020 0110
BME P58 1020 0200
Bus: 0 BME P58 2020 01.00 5
Tg Structural view us BME Pog 2o 01.00
& Project - o 00 0100
~ 4, Configuration o BME P582040 0110
55,0 PLC bus [owiE psa 020 0100
. BME P58 3020 01.10
T, 0 : BME XBP 0800 M bon s0e0 4200
M. (P) (P) : BMX CPS _
B, 0(1):BMEPSS 3 o o psasodo 020
2 BME P53 4020 0100
N g BME P58 4020 01.10
v3 BME P58.4020 0200
i BME 53 4040 0100
v BME P53 4040 0110
iS5 BME P58 4040_02.00
«b
07
%2, 2 : EIO Bus
(i, Derived Data Types
2y, Derived FB Types
‘L, Variables & FB instance
&, Elementary Variables
. Derived Variahlec T
“ m 3 ‘m PLCbus
X
2
<[ T¥M\Build { mpot/epot _}, Useremom J, FDTlogevert ), Search/mepisce [
tesdy - use.svs} Qo

If a **40 CPU is not available then this exercise can be run in Simulation

Mode.

M580 Quick Start 1.0
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Exercise - Implement a Remote I/O Drop (cont.)

Create the Remote drop.

i From the Project Browser, double-click the EIO Bus item.

Project Browser =]
Tg Structural view
3, Project ~

-3, Configuration
. %, 0 : PLC bus
[+, 0 : BME XBP 0800

£42 : IO Bus

ii. Double-click the Bus place holder

Bus: 2 Comr

iil. Select the correct Ethernet Rack and Drop End Communicator to match
the simulator. Click the OK button.

M | Cancel l
Part Number Description | Help I
Modicon M580 remote drop
- Rack
|
BME XBP 0800 8 SLOTS BACKPLANE
BME XBP 1200 12 SLOTS BACKPLANE
BMX XBP 0400 4'SLOTS BACKPLANE
BMX XBP 0600 6 SLOTS BACKPLANE
BMX XBP 0800 8 SLOTS BACKPLANE
BMX XBP 1200 12 SLOTS BACKPLANE

Drop end communicator

BMX CRA 312002
BMX CRA312 102 EI
]
M580 Quick Start Manual Release 1
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Exercise - Implement a Remote I/O Drop (cont.)

The Drop is created and the CRA is added by default.

(€10 Bus IE’E

Bus: 2 CommHeadRIODIO16L2 01.00 v Connections configured:

e
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Exercise - Implement a Remote I/O Drop (cont.)

M580 Quick Start

Add the Power Supply to the Rack.
Double click Slot 0 or Slot 1.

IO Bus EREER <"

CommHeadRIODIO16L2 01.00 v

1 2 [3F .2

o]

° o ° @Xli
Select the appropriate Power Supply. Click the OK button.

New Device | XS |
- L - . . s - - - - - e - -
K

Topological Address: 2.1\0.—-

Cancel

Part Number

Description

3

= Modicon M580 remote dro
& _

BMX CPS 2000

STANDARD AC POWER SUPPLY

~BMX CPS 2010

STANDARD ISOL DC POWER SUPPLY

~BMX CPS 3020

HIGH POWER ISOL 24 TO 48 VDC POWER SUPPLY

-~ BMX CPS 3500

HIGH POWER AC POWER SUPPLY

-~ BMX CPS 3540

HIGH POWER DC POWER SUPPLY

The Power Supply is added to the Rack:

(MEO Bus e
Bus: 2 CommHeadRIODIO16L2 01.00 v

1 2] B =
2000 i M _D_
o | o | o B
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Exercise - Implement a Remote I/O Drop (cont.)

Configure the IP Address for the drop.

i. Open the Ethernet Port properties of the M580 CPU from the PLC Bus by
clicking the port of the M580 on the main rack.

ii. Click the IP Config tab, and click Udate CRAIP address configuration

link.
[ CommHeadRIODI(| {0 Secumy | 0 IPCondig | T} As77 | {0 swme | 10 W77 | 0 Sevicerton |
B Channel 0 Main IF addrerr L L L |
IF addrerr & R L | B |
IF addrerrE L] 0 LUN | | [UredFar Hat Standby)
Subnetuorkmark e55 255, 0 . 0
Gateuay addrerr R TR L [ |
CFRA IF addrerr confiquration
Ugd CEAIE 244 n .

iii. By default the new drop has been added and should be set to IP Address A
+ 1, if this is not the case change it accordingly. It should be: 192.168.11. 2.
NOTE if you have a new project make sure that as in the basic exercise you
set an address for the M580 I/O scanner.

Topo DHCP

LT CRA d Enabl IP Address Subnet Mask

&
BMECRA_001 Module |CRA Remote 2.1/0.0 Yes 192.168.11.2 255.255.0.0

iv. Validate the configuration .

V. If you have the hardware, use a screwdriver, set the role name of the CRA.
As there is only 1 CRA configured, the role name is BMECRA_001 which
means that 001 has to be set on the rotary switches.

Clear IP
a9/2
12 4 4
10 ) 6 3 6
ITeADevice name M

vi. Power cycle the CRA every time the rotary switch positions are changed.

141942

Stored
‘I W,
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Exercise - Implement a Remote I/O Drop (cont.)

M580 Quick Start

Add the DD01602.
Add a DDO1602 in the Remote rack.

é) Note:

This time Device DDT is automatically chosen as the type of I/0 cannot be
selected NOTE: This time Device DDT is automatically chosen as the type of 1/O
cannot be selected.

Change the device name to 0bi2 and un-tick the Supply Monitoring box.

Open the test ST section created in the basic exercise,or create a new one if
you started a new project.

Type in this code:

FOR i:=0 TO 15 BY 2 DO
Obi2.DIS_CH OUT[i].VALUE := TRUE;
END FOR;

é) Note:

Note the difference in the name of the device between this code and the code used
in the basic exercise.

Manual Release 1
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Exercise - Implement a Remote I/O Drop (cont.)

Test the functioning of the RIO drop.

i. If the equipment is available, wire one of the M580 device ports to one of

the CRA device ports.

ii. Build all, Transfer, and Run the project.

iii.
‘cl:lisplay this message:

| e cuos jgyenos. g

If you did not enable the TFTP, Unity Pro will prevent you from building and

test  MAS 1] |

2((Channel (0.0.0 ) RIODDIOBM] :
Process failed : 1 Error{s) . 0 Warning(s)

CRA doesn't work when TFTP setting is disabled

Enable TFTP service in the Security screen of the CPU Ethernet Embedded

[ <1211\ Rebuild All Project { _mpot/emot ), Userevors ), FOTlogevet ), Seach/Reploce [

Ready

[HMI R/W mode [el30113

TCPIP:1270.01 NOT BULT INS

iv. This is a typical message Unity Pro shows when a project is built that uses a
protocol not allowed by the Cyber Security settings.
V. If this message is seen go to the security tab of the M580, and enable the
TFTP, EIP and DHCP/BOOTP:
Global policy
| Enforce Security I | Unlock Security I
Services
FTP :  |Disabled | DHCP /BOOTP :  |Enabled |
TFTP :  |Enabled v SNMP : |Disabled v
HTTP : \Disabled v‘ EIP : \Enabled "
Vi. Build all, Transfer, and Run the project again. This time there should not

be any error message.

M580 Quick Start 1.0
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Exercise - Implement a Remote I/O Drop (cont.)

M580 Quick Start

Once the project is running an animation table can be created to monitor the

CRA Device DDT:

Modification Force
Name %
= @ BMEP58_ECPU_EXT |
® ETH_STATUS 0 WORD Ethernet status
% PORTI_LINK 0 BOOL Link up/down for Ethernet port 1
% PORT2_LINK 0 BOOL Link up/down for Ethernet port 2
% PORT3_LINK 0 BOOL | Link up/down for Ethernet port 3
% ETH_BKP_PORT_LI... 0 BOOL | Link up/down for Ethernet bac...
% REDUNDANCY_S 0 BOOL | Redundancy status / backup p...
& SCANNER_OK 0 BOOL Scanner OK and scanning at |...
% GLOBAL_STATUS 0 BOOL 0: one or more services not op... |
® SERVICE_STATUS |0 WORD One bit for each user-observa...
& RSTP_SERVICE 0 BOOL 0: service not ing normal....
% PORT502_SERVICE |0 BOOL 0: service not operating normal...
% SNMP_SERVICE 0 BOOL 0: service not operating normal...
& MAIN_IP_ADDRES... |0 BOOL | Main IP address status (Oinc...
& ETH_BKP_FAILURE |0 BOOL | Ethemet backplane hardware ...
& ETH_BKP_ERROR |0 BOOL | Ethemnet backplane error (0: er...
& EIP_SCANNER 0 BOOL 0: service not operating normal...
% MODBUS_SCANNER | 0 BOOL 0: service not normal...
& NTP_SERVER 0 BOOL 0: service not ing normal....
& SNTP_CLIENT 0 BOOL 0: service not ing normal....
% WEB_SERVER 0 BOOL 0: service not operating normal...
% FIRMWARE_UPGR... 0 BOOL | 0: service not operating normal... | =
w FTP 0 BOOL | 0: senvice not operating normal... | |~
= FDR_SERVER 0 BOOL | 0: service not operating normal...
% EIP_ADAPTER 0 BOOL EIP adapter (server) service 0: ...
® SERVICE_STATUS2 (0 WORD One bit for each user-observa...
% A_B_IP_ADDRESS.. |0 BOOL IP address A/B status (Oin ca..
% LLDP_SERVICE 0 BOOL LLDP service status
% EVENT_LOG_STAT.. |0 BOOL 0: event log service not operati.
% LOG_SERVER_NO.. |0 BOOL 1:No g receiv...
_®ETHPORT 12S. 0 BYTE | Ethemet port 1 and 2 status
® ETH_PORT3_BKP_.. 0 BYTE | Ethernet port 3 and backplane...
@ FDR_USAGE 0 BYTE | % of FDR server usage
® IN_PACKETS 0 UINT Number of packets received o...
® IN_ERRORS 0 UINT Number of inbound packets th...
® OUT_PACKETS 0 UINT Number of packets sent onint...
® OUT_ERRORS 0 UINT Number of packetst..
® CONF_SIG 0 UDINT f all files on local m..
& B DROP_HEALTH ARRAY[1.31]... | DROP health bits (Drop 1 to 31)
@& B RIO_HEALTH | RIO health bits (1 bit per RIO ...
& B LS HEALTH | Local Slave health bits (Local ...
& B DIO_HEALTH .| DIO health bits (1 bit per DIO ...
= B DROP_CTRL .| DROP control bits (Drop 1t0 3...
& B RIO_CTRL RIO control bits (1 bit per RIO ... | -
= B DIO_CTRL ARRAi 513, DIO control bltsi‘l bﬂﬁDlO

v Ve Tipe v Comment
| T.U_DIs STD.
© MOD_HEALTH 0 | BOOL | Modue heath
@ MOD_ALT [] [8YTE | Mode fauks
S §_Dis_CH_OUT ARRAYID 1510 |
= @ DIS_CH_OUTI) T_U_DIS_STD
@ COH HEALTH 0 BOOL | Charnel heath
@ VALUE 1 | EBOOL | Discrete output vaiue
@ Dis_CH_OUT) [TuDsSD_ |
@ CH HEALTH 0 BOOL Charnel heath
® VALUE ] EBOOL. Discrete outpt vakue
@ 015 CH oUT T.U_DIS_STD
o 0 L Crarnel heath
© VALUE 1 Discrete output vae
5 @ DIS_CH OUTH T_U_DIS_STD.
@ CH HEALTH 0 L Channel heath
® VALUE 0 Dicrete ouput vake
@ 015 CH OUTHY T_U_DIS STD
@ CH_ HEALTH 0 BOOL Crannel heath
® VALUE 1 EBOOL Discrete outpst value
= @ DIS_CH OUTE TUDISSTD |
© CH HEALTH |0 800L | Cranel heath
© VALUE 0 | EBOOL | Discrete output vae
= @ DIS_CH_OUTE] | T_U_Dis_STD.
@ CH_ HEALTH |0 BOOL Charnel heath
a e . =5 [ ey
@ 606 JB2101 6 | 5tex S| Fichs JEN00 60 C JN Osa b [FTaieiOne [H02 80XD ]
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Exercise - Implement a Remote I/O Drop (cont.)

iii. If you have the equipment, check the DD01602 outputs:

iv. The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.
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Summary

Summary

Questions

M580 Quick Start

In this chapter the following topics have been covered:

» Configuring a CRA for a RIO drop
» Configuring a device in a RIO drop using a Device DDT

The following questions will help to check understanding of the topics covered in
this chapter:

» What is the main advantage of an RIO drop over a DIO drop?

» Which service needs to be enabled in the M580 security features to allow the
use of a RIO drop?

Manual Release 1
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Legacy
Migration
(Premium 1/O)

Premium /O

In addition to the new modules and features, a key feature of the M580 is the
ability to manage install base via the possibility to connect to Premium PLC racks
and use the Premium 1/0O.

An existing Premium installation can be easily migrated by replacing the Premium
local rack with a BME XBP **00 and M580 CPU, whilst the Premium Remote
racks can be upgraded to Premium Extended racks (TSX RKY **EX) and connected
to the M580 rack via a BMX XBE 1000 expansion module and supported cables.

Topic Objectives

2-68

Modicon M580 main local rack

Modicon X80 extended local rack

Premium extended local rack

extension rack module

bus terminator module

X Bus connection on the rack

Ethernet connection on the rack

maximum X Bus cable length between the M580 main local rack (1) and the
Modicon X80 extended local rack (2) is 30 m (98 ft)

maximum X Bus cable length between the M580 main local rack (1) and the
Premium extended local rack (4) is 100 m (328 ft)

X Bus extension cable

t? Note:

Premium motion, communication, and safety and modules are not supported in an
M580 system.

By the end of this section the student will be able to:

Connect a

Premium 1/O drop to a M580 main rack

M580 Quick Start 1.0
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Exercise - Premium 1/O

Learning By the completion of this exercise the student will:
Outcomes
» Integrate Premium I/O as an Extension Rack with an M580 architecture

» Prove Legacy Migration of Install Base systems

Equipment To complete this exercise on a PLC the following equipment is required:
Required

» TSX RKY 4EX

> DEY 08D2

» DSY 08T2

Configure the Premium Extension Rack within the Application.
i From the Project Browser open the Main rack.

ii. Double-click the place holder for the Extension Rack.

P bus e |

'BME P58 3040 02.00 - |

0,

Fsnr -l IR T

XBE
-] o o o o o @

The New Device window appears.

New Device

e
Topological Address: .71
Part Number Description
= Modicon M580 local dro
=] —
~BME XBP 0400 4 SLOTS BACKPLANE
BME XBP 0800 8 SLOTS BACKPLANE
BME XBP 1200 12 SLOTS BACKPLANE
BMX XBP 0400 4 SLOTS BACKPLANE
BMX XBP 0600 6 SLOTS BACKPLANE
BMX XBP 0800 8 SLOTS BACKPLANE
BMX XBP 1200 12 SLOTS BACKPLANE
TSX RKY 12EX EXTENDABLE 12 POSITION RACK
~TSX RKY 4EX EXTENDABLE 4 POSITION RACK
~TSX RKY 6EX EXTENDABLE 6 POSITION RACK
TSX RKY 8EX EXTENDABLE 8 POSITION RACK
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Exercise - Premium I/O (cont.)

iii. Select the TSX RKY 4EX rack and click the OK button.

Part Number Description
= Modicon M580 local drop
= Rack
BME XBP 0400 4 SLOTS BACKPLANE
-~ BME XBP 0800 8 SLOTS BACKPLANE
BME XBP 1200 12 SLOTS BACKPLANE
BMX XBP 0400 4 SLOTS BACKPLANE
BMX XBP 0600 6 SLOTS BACKPLANE
- BMX XBP 0800 8 SLOTS BACKPLANE
BMX XBP 1200 12 SLOTS BACKPLANE
TSX RKY 12EX EXTENDABLE 12 POSITION RACK
i | SX RKY 4EX EXTENDABLE 4 POSITION RACK
TSXRKY 6EX EXTENDABLE 6 POSITION RACK
TSXRKY 8EX ‘ EXTENDABLE 8 POSITION RACK

iv. The new rack will appear.

(DPLC bus r= B

Bus: | 0 \BME P583040 02.00 v

'ﬁﬁﬁﬁﬁ

0,

°
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Exercise - Premium I/O (cont.)

V. Populate the rack with the appropriate Power Supply and I/O modules.

=B )

PSY.

@ 2600M

vi. Build and Save the application.

Do NOT Transfer the application yet.

Manually configure the hardware components required.

i. Take the BMX XBE 1000 adaptor, open the door on the side and confirm the
Address is set 0 via the Dip Switches.

. |0
=
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Exercise - Premium I/O (cont.)

ii. Remove the Power Supply of the Premium Rack to reveal the dip switches
(1) used to set the Address. Ensure the Address is set to 1, to match with
the Rack number within Unity Pro.

IS

=

¥ =
-

)\

iii. Take the Bus-X terminators (TSX TLY EX). Place the Terminator marked A
into the Top Port of the BMX XBE 1000 adaptor. Place the Terminator
marked B into the Port on the Right Side of the Premium Rack.

iv. Using the Bus-X cable, connect the bottom port of the BMX XBE 1000
adaptor and the Port on the Left Side of the Premium Rack.

V. Turn OFF the power to the Simulator.
vi. Connect the BMX XBE 1000 adaptor to the XBE slot of the Local Rack.

vii. Power ON the Simulator and the Premium Rack.

viii. The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.
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Summary

Summary

Questions

M580 Quick Start

In this chapter the following topics have been covered:

» Integrating Premium 1/0O modules in a M580

The following questions will help to check understanding of the topics covered in
this chapter:

» Which type of 1/O is a PIO drop: local 1/0 RIO or DIO?

» What type of cables do you need to connect the main rack to the P1O drop?
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M580 Hot Standby (HSBY)

Introduction Just as Premium PLCs, M580s come with a Hot Standby offer to ensure high
reliability of systems.

This chapter covers the basic configuration of M580 architectures. For more
information, follow the M580 HSBY configuration course.

Topic Objectives By the end of this section the student will be able to:

» Configure a basic Hot Standby M580 architecture
» Test this architecture
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Learning
Outcomes

Equipment
Required

M580 Quick Start

Exercise - Create a New HSBY Project

By the completion of this exercise the student will:

YV V V V

To complete this exercise in simulation mode the following software is required:

>

be able to create a new M580 HSBY ePAC project using Unity Pro
configure the embedded Ethernet ports of the CPU

setup parameters for Hot Standby operation

test a M580 HSBY architecture

Unity v11 or later

To complete this exercise on a PLC the following equipment is required:

YV V V V

2 M580 HSBY

2 compatible power supply
2 Racks

1 Ethernet cable

Create a new project

Create a New Project by clicking File » New from the Unity Pro menu, or

clicking the New Project E button on the toolbar:

File View Tools PLC Help

= Open... ctrl+0

Exit

Select the appropriate M580 HSBY Processor and Rack according to the
simulator being used:

New Project 3]
[ Show all versions
PLC Min.OS Version | Description Cancel
& M 1 M340
e |
ME H58 2040 | 02.00 CPU 580-2 ETH HSBY remote and distributed 10

CPU 580-4 ETH HSBY remote and distributed 10
0-6 ETH HSBY remote and distributed 10

TH distributed 10

TH distributed 10

TH remote and distributed 10

0-3 ETH distributed 10
CPU 580-3 ETH remote and distributed 10
CPU 580-4 ETH distributed 10
CPU 580-4 ETH remote and distributed 10

CPU 580-5 ETH remote and distributed 10

BME P58 6040 02.00 CPU 580-6 ETH remote and distributed 10
& Momentum Unity
G Premium
- Quantum
Rack Description A
&~ Modicon M580 local drop
& Rack
BME XBP 0400 4 SLOTS ETHERNET BACKPLANE
BME XBI 6 SLOTS REDUNDANT ETHERNET BACKPLANE
BME XBP 1002 | 10 SLOTS REDUNDANT ETHERNET BACKPLANE v
Project Settings
[] Settings File: | <default settings>
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Exercise - Create a New HSBY Project (cont.)

iii. Unity Pro will create the new project and populate it with default items:
wee |

iv. The Project Browser will display to show the project contents:

%3 Structural view

RSW Procct
(--+{ 3, Configuration
[-H® , 01 PLC bus
oo, 2 1 E1O Bus
--(}, Derived Data Types

L:!, Derived FB Types
-}, Variables & FB instances

-1, Motion
[}, Communication
---[Z2, Program

(3, Animation Tables

(), Operator Screens
- &, Documentation

V. Double click the 0: PLC Bus item from the Project Browser:

-+{3, Project

- @, Configuration
e g, R

B, 21 EIO Bus

vi. The Local Rack will be displayed, pre-populated with the CPU and the
Power Supply:

Bus [ O | EME H58 4040 02.00 v/ ‘
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Exercise - Create a New HSBY Project (cont.)

Configure the IP address.
i. Double click the embedded Ethernet modules of the CPU:

ii. Go to the IP Config Tab, enter the following Main IP Address:
192.168.10.21.

{0 Securty | {00 1PConiig | 10} Rs7P | (0 smme | (0 7P |

P address configuration
Main I address L - R

Msin IP address «1 |25 ’ 2 [Used for Hot Standby)
IP address A 82163, 1.2
IP address B 2%, N . 2 (Used for Hot Standby)

Subnetwork, mask 255,.285. 0, 0

Gateway address -0 N | 4 |

iii. Set IP Address A to: 192.168.11.21, this is the Primary IP address of the

Remote I/O (RIO) Scanner for I/O exchanges with modules or devices in the
device network drops.

iv. Set IP Address B to: 192.168.11.22, this is the Standby IP address of the
Remote I/O (RIO) Scanner in a Hot Standby architecture.

V. Set the Subnet Mask to: 255.255.0.0 and change the Default Gateway to
192.168.11.21.

vi. Go to the Security Tab, click Unlock Security button. This will disable all
Cyber Security features during the development state.

Remember to click Enforce Security button when the actual project
is ready to deploy for operation.

{0 Security | {0} /PContic | 10 As7P | T swme | T WP | {0 Servicerorr |
Global policy
[ EnforceSeauity | | Unlock Security ]
Services
FTP :  Enabled - DHCP /BOOTP : [Enabled -
TFTP ¢ [Enabled - SNMP :  [Enabled -]
HTTP :  [Enabled - EP:  [Enabled -

vii. Validate the changes.
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Exercise - Create a New HSBY Project (cont.)

Setup parameters for the Hot Standby operation
i. Double click on the CPU module:

ii. Configure the parameters for Hot Standby Tab as shown:

"

m =% EOR ==
CPU 580-4 ETH HSBY remote and distributed 10 Version: 2.10 © OO0
RunERR 10
™ Overview | ™ Device... | :'.:‘.-Caﬁgua "mm‘&uuaa...l
Run Mode
Controller A Online i'Tlue v
Controller B Orline - (True -
Standby On Logic Mismatch

V| Allow Logic Mismatch

Number of modifications : 20

Behaviour of the CPU in Run \Wait Mode

CPU executes | All sections |

Checked option for "Allow Logic Mismatch"

iii. Select CPU executes to "All sections" for the behaviour of the CPU in WAIT
(Run Offline) mode.

iv. Validate the changes.

V. Build the application.
vi. Rectify any error(s).
vii. Save the application as M580_HSBY .stu.
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Exercise — Hardware Setting

Learning By the completion of this exercise you will:
Outcomes
» Configure the identity of the physical HSBY processor.

» Create a simple daisy chain loop of a M580 HSBY ePAC system.

Determine which CPU to be setup as A or B (You will need the
Equipment for this part of the exercise)

i. Before starting any HSBY project, we need to decide which CPU to be setup
as CPU A or CPU B.

On the back of the processor module, you will find a small rotary
switch.

ii. Decide one of the HSBY CPU to be designated as A. Use a small screwdriver
provided and change the rotary switch pointing to position A.

iii. Mount this CPU A onto the CPU local rack.

iv. The other HSBY CPU will be designated as B. Similarly, use a small
screwdriver and change the rotary switch position to B.

V. Mount this CPU B onto the other CPU local rack.

Q Hints & Tips

This procedure is important to identify the physical processor module in Hot
Standby system architecture.
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2-80

Exercise — Hardware Setting (cont.)

Connect the hardware for a daisy chain loop
i. Use a patch cable to link the two dedicated ports of the two M580 HSBY

ii. Take a long Blue patch cable and connect the ETH2 port from the Primary
M580 HSBY CPU to the ETH2 port on the Standby M580 HSBY CPU.

iii. In the same manner, use another short Blue patch cable and connect the
ETH3 port from the Primary M580 HSBY CPU to the ETH2 port on the BME
CRA 312 10.

iv. To make a simple daisy chain loop, loop back by connecting the ETH3 port of
the BME CRA 312 10 to the ETH3 port of the Standby M580 HSBY CPU.

V. Switch both PLCs to ON.
Vi. Observe the LEDs behaviour of both M580 HSBY CPUs and the CRA module.
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Exercise — Hardware Setting (cont.)

Test the functioning of the M580 HSBY
i. Locate the Primary CPU Using the LED panel on the CPU:

- REMOTE RUN BACKUP

FORCED l/O

ii. Unplug all cables from this CPU.
iii. Check that the other CPU is now Primary.

iv. The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.
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Summary

Summary In this chapter the following topics have been covered:

» Configuring a Basic Hot Standby architecture in Unity Pro
» HowtosetaPLCasAorB
» Wiring a Hot Standby architecture

Questions The following questions will help to check understanding of the topics covered in
this chapter:

» Which version of Unity Pro do you need to configure a Hot Standby
architecture?

» How can you check if the PLC is A or B and primary or secondary?
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Advanced Cyber Security

Introduction The first chapter explained the very important Cyber Security feature of the M580;

the activation/deactivation of its services.
In this topic we will discover more Cyber Security features such as:
> Password management
» Integrity Checks
» Memory and Run/Stop Protect

> IP address restrictions

Chapter Objectives By the end of this chapter the student will be able to:

» Deploy advanced Cyber Security measures in M580 architecture.
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Application Security

Password Password management is one of the fundamental tools of device hardening, which
Management is the process of configuring a device against communication-based threats.
Schneider Electric recommends the following password management guidelines:

Enable password authentication on all email and Web servers, CPUs, and Ethernet
interface modules.

Change all default passwords immediately after installation, including those for:

user and application accounts on Windows, SCADA, HMI, and other systems
scripts and source code

network control equipment

devices with user accounts

FTP servers

YV V V V V

Passwords in When creating an application in Unity Pro, Schneider Electric recommends
Unity Pro creating an application password.

Guidelines for creating a strong password are to choose a password that contains
alphanumeric characters, and is case-sensitive. Unity Pro encrypts the password,
and stores it in the application:

» Choose a password that contains a minimum of 8 characters.

» Choose a password that is difficult to guess.

» The password should combine upper and lower case letters, digits, and special
characters.

When you open an existing application, the Application Password dialog box
opens. Type the password, and click OK.

- Password: |

Cancel |
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Application Security (cont.)

Auto-Lock Within Unity Pro it is possible to Auto-Lock the application based upon a time
period.
This means that after the allocated Auto-Lock timeout is exceeded the application
will time out and prompts the user to login again.
General Protection lldentification] Comment |
 Application — Sections ~ Data Storage
I™ Protection active
Change password ... I Change password ... Change password ...
Clear password... | [lear password Reset password..
IV Autodock
|1G ﬁ Minutes before lock
0K Cancsl Apply Help

M580 Quick Start
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Exercise - Password Management

Learning By the completion of this exercise you will:
Outcomes
» implement an application password within Unity Pro.

» prove the application password feature.
» implement the Auto-Lock functionality.

é) Note:

For this exercise the Simulator Mode within Unity Pro will be used. Please
disconnect from and turn off the physical simulator / PAC now.

If you are unsure how to achieve this please ask the instructor.

Open the Project Properties and create an Application Password.

i. Open the Project Properties by right clicking on the Root of the
Application in the Project Browser. Select Properties from the popup
menu:

T8 Structural view

5 & Export Project...

T Add User Directory ..
Add Hyperlink ...

Expand all
Collapse all

Project Settings...
& 10 Derived Variables
& Elementary FB Instances
& Derived FB Instances
1 Motion
4 Communication
4 Ethernet Network
— 3 Program
3 Tasks
— 3 MAST
3 Sections

ii. Select the Protection tab:

| General| Protection | Identification | Comment|

Application Sections Firmware Data Storage

|| Protection active

[ Change password ] [ Change password I l Change password ] l Change password .. ]
Clear password. Clear password. l Reset password ] l Reset password ]

[ Auto-lock

10 S Mirutes before lock

Cancel Apply Help
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M580 Quick Start

Exercise - Password Management (cont.)

iii. From the Application section. Click the Change Password... button. The

Modify Password dialog appears.

New password:

Entry: Crypted

Confirmation:

iv.

New password:

Crypted

Entry: LIIIYYYTYY ]

Confirmation: esessessess

[ concer |

V. The user is returned to the Protection tab:

| General| Protection | Identification | Comment|

Properties of Project

Application Sections Firmware Data Storage

Protection active
I Change password I [ Change password I l Change password ] l Change password ..
‘ Clear password. | ‘ Clear password... | l Reset password ] l Reset password

Auto-lock

= Mirutes before ook
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Exercise - Password Management (cont.)

vi. Enable the Auto-lock function, by selecting the tick box, leave the default of
10 minutes. Click Apply:

Properties of Proje E

Genelal‘ Protection ‘ldenhﬁcahnn |Camment|

Application Sections Firmware Data Storage

[ Protection active

i Change password ... J l Change password ... l l Change password ... l l Change password ... l
Clear password... Clear password... l Reset password... l l Reset password... l
Autodock

10 : Minutes before lock

| ok || cance |[ aApy || Hep

Vii. Build, Connect & Transfer the application to the Simulator.

viii. Save and Close the application.

é> Note:

In a real project, make sure you do not forget the password!
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Exercise - Password Management (cont.)

Vi.

M580 Quick Start

Test the Password Management settings:

Re-open the previous application within Unity Pro. This time the user will be
prompted to enter the application password created in step (iv) of the
previous exercise:

- Password: |

Unity Pro will open the application if the correct password is entered. Close
the application again.

Connect directly to the PLC without opening the application. This time the
user will be prompted for the PLC Application Password. Enter the correct
password. Click OK:

PLC Application Password B3

Password: |

Cancel |

Without the password the user is unable to connect to the PLC.
Transfer the application from the PLC to the PC.

Save the application.
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Memory & Run/Stop protect

What are Run/Stop protect is a feature that makes the PLC reject any start/stop command
Memory & unless a specific input is ON.

Run/Stop

Protect?

Memory protect is an extension of the Run/Stop protect that will reject any project
transfer to the PLC unless a specific input is ON.

This way a remote hacker cannot Start/Stop the PLC or download a corrupted
project into the PLC.

How to Activate In the configuration tab of the M580, tick the feature you want to enable and type
Run/Stop and in the variable allowing/rejecting commands.

Memory Protect?

(Unity v11)

o

Il 0.0 eME PSS 2020
CPU 580-2 ETH distributed 10

" Overview :Wm-'eds .'._'Cnriig.ﬂim "0 Animation

Operating mode
Runs/Stop

[¥] Run/Stop input 00,0
[¥] Fun/Stop by inpat only
[¥] Memory protect .ZIEI.EI.EI
[7] &utomatic start in Fiun
[Z] Iritiglize 3w on cold start

[] Cold Start Only

Default values
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Integrity Checking

Integrity Checks

M580 Quick Start

The integrity check feature in Unity Pro running on an authorized PC helps prevent
Unity Pro files from being changed via a virus / malware through the Internet.

The integrity check feature concerns the following components:

DLLs
Unity Pro hardware catalogue
libset and object files of EFBs
DTMs

YV V V VYV

Unity Pro automatically performs an integrity check when you first open an
application. Beyond the first check, Unity Pro will automatically run the integrity
check periodically.

= RS = 3
Perform Se\f—Test- -' “{I 1 - - ﬁ
Last check has been performed : Wednesday, July 15,2015 3:31:34 PM
Type Component Current ... -~
FFB-Library AFFBLibsetiv10.0\Unity9841U984_PCFL\... check ok
\| | FFB-Library AFFBLibsetiv10.0\Unity9841U984_PCFL\... check ok |
' FFB-Library AFFBLibsetiv10.0\Unity984\U984_PCFL\... check ok
M | FFB-Library AFFBLibsetiv10.0\Unity9841U984_PCFL\... check ok |
FFB-Library AFFBLibsetyw10.08Unity984\U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0\Unity984\U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0\Unity9841U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0\Unity984\U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0\Unity9841U984_PCFL\... check ok =
FFB-Library AFFBLibsetw10.08Unity9841U984_PCFL\... check ok o
T ——— — u

It is also possible to run the Integrity Check manually.
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Exercise - Integrity Checks

Learning By the completion of this exercise you will be able to:
Outcomes

» Complete a manual integrity check.

Open the Unity Pro Properties.
i From the Help menu select About Unity Pro XL:
'Help
% Index...

Find...
"2 What's This? Shift+F1

User Information

About Unity Pro XL

ii. Click the Perform self-test button from the Integrity check area of the

dialog:
About Unity Pro XL ... o

-

Unity Pro <L %10.0 - 15062968
Copyright (c) 2003-2015 Schneider Electric Industries SAS

Registration informations

Companmy: schneider electric ‘ OK ‘
User name: arribe

Technical = it
Serial Number. 12345676999 ‘ FeEaT = HRRe ‘
Fegistration: Froductis registered (permaneant). ‘ Technical Info ‘
WWarning

I This software is protected by copyright law and by international corventions. Any
reproduction or distribution of the software inwhole or in part, by any means is stricthy
l prohibited.

Amy person not respecting these provisions will be guilty of the offense of fraud
and will be liable to penalties provided for by the law.

In case of cpu crash, power cycle anly once and use as soon as possihle the
technical support' button inanline mode.

Integrity check

| Perorm selttest

Scl&ngider

Electric
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M580 Quick Start

Exercise - Integrity Checks (cont.)

The Perform Self-Test window will display. The Integrity Check will
commence and complete automatically:

- — - » - é‘
Perform Self-Test -' “{I 1 -

Last check has been performed : Wednesday, July 15,2015 3:31:34 PM
Type Component Current ... -~
FFB-Library AFFBLibsetiv10.0{Unity984,U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0{Unity984,U984_PCFL\... check ok M
FFB-Library AFFBLibsetv10.08Unity984,U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0{Unity984,U984_PCFL\... check ok M
FFB-Library AFFBLibsetiv10.0\Unity984,U984_PCFL\... check ok
FFB-Library AFFBLibsetv10.0{Unity984,U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0{Unity984,U984_PCFL\... check ok
FFB-Library AFFBLibsetv10.08Unity984,U984_PCFL\... check ok
FFB-Library AFFBLibsetiv10.0{Unity984,U984_PCFL\... check ok =
FFB-Library \FFBLibsetw10.0{Unity984,U984_PCFL\... check ok m

Vi.

Scroll up the finished list and ensure that all entries have check ok for the
Current Status.

Click OK when finished with the Self-Test window.
Then click OK to close the About window.

Remove all Cyber Security & Passwords settings.

Return to the Embedded Ethernet Port properties and open the Security tab
and click the Unlock Security button.

Visit the Application Settings and remove the Application Password set in
the earlier exercise.

Build, Transfer, Run & Test that the settings have Cyber Security and that
the Application Password has been removed.

The exercise is now over click the link to go back to the Chapter 2
Organisation Chart or to the Table of Contents.
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Access Control

Introduction Access control is a feature that allows the user to set which IP addresses are allow
to communicate with the device (PLC or cyber secured NOC), communication
from any other IP will be rejected by the device.

In Unity Pro v11 this feature will be combined with the restriction of the features
allowing IP addresses to communicate with device via specific protocols only.

How to enable it?  As with most of the M580 cyber security features, this feature is located in the
Security tab of the M580. From there type in the list of authorised IP addresses,
then enable access control and download the program to the PLC.

é) Note:

Be careful if you usually download the projects to the PLC via Ethernet cable to
add the IP address of the computer in allowed IP addresses, and remember the PC
IP address.

If you usually transfer the project via other media, make sure that the service is
enabled before downloading the project to the PLC!
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Summary

Summary

Questions

M580 Quick Start

In this chapter the following topics have been covered:

YV V V

>

Setting a password to restrict the download of a project to the PLC
Performing integrity checks

Setting the memory protect and run/stop protect features
Restricting the access to the PLC to some IP addresses

The following questions will help to check understanding of the topics covered in
this chapter:

>

How does the memory protect and run/stop protect features work?

When are the integrity check performed?
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Chapter 3: Make the Most of the M580!

Overview

Introduction The previous chapters have explained only the most common features of the M580.

This chapter highlights expanded features which increase the possibilities of the
M580.

These features include:
» The use of a SD card
» Local extension racks
» Embedded web pages
» The SCAIME weighing module
» The HART module

» Time-stamping

ﬁ Further Training:

In case you want to implement these features we suggest you to go through the
M580 in-class training.




SD Card

SD Memory The SD memory card BMX RMS 004GPF is optional and is used for application
Card (BMX RMS  backup and data storage.
004GPF)

Sclgpider

BMX RMS 004GPF

Bt g
Fo AN

The memory card is of "Industrial Grade" and formatted for use with Schneider
Electric Modicon M580 CPU only. Do not use the memory card with any other
CPU or tool, or the card may not be recognised by the Modicon M580 CPU.

ﬁ Note:

Only the BMX RMS 004GPF SD memory card is supported by the Modicon M580.
SD cards from the Modicon M340 are NOT supported by the Modicon M580.
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Extension Racks

Extension Rack
Rules

X80 Extension Racks

Just like PIO

Extension racks are based on X-Bus-only backplanes and can contain X-Bus 1/0
modules only:

NewDevice st M TR W L ' PA AR =
p | =
- Topological Address: °7
@DPLC bus = "
Bus: 0 BME P58/l | Part Number Desaiption Help
Modicon M580 loca drop
= Rack

BMX XBP 0400 4 SLOTS BACKPLANE

BMX XBP 0600 6 SLOTS BACKPLANE

BMX XBP 0200 8 SLOTS BACKPLANE

BMX XBP 1200 12 SLOTS BACKPLANE

TSX RKY 12EX EXTENDABLE 12 POSITION RACK
TSX RKY 4EX EXTENDABLE 4 POSITION RACK

TSX RKY 6EX EXTENDABLE 6 POSITION RACK
TSX RKY 8EX EXTENDABLE & POSITION RACK

If an Ethernet backplane is used as an Extension Rack, Ethernet Modules will
NOT start as they are not on a Rack 0

Depending on processor performance level, up to 7 Extension Racks are
supported the specifics for each CPU can be checked here: CPU Selection
Overview (page Error! Bookmark not defined.)

The M580 ePAC will support up to 8 BMX XBP backplanes (racks) of 4, 6, 8
or 12 slots

To extend the configuration using additional racks, users must use a bus
extender module (BMX XBE 1000) and X-bus cables

The backplane extender will be plugged on the right side dedicated connector
of the backplane. It won’t occupy any module slot

The XBE extender module is NOT hot-swappable in accordance with M340
existing functionality

Each backplane has to include a power supply module and can support up to 12
modules depending on the rack type



Weighing Module Overview

General The PME SWT 0100 is a versatile and flexible weighing module controller, which
Characteristics can be used wherever weighing scales are to be used in the Schneider Electric
Mx80 automation system. The modules main features are:

Install on either M580 local CPU rack or X80 RIO rack of Ethernet backplane

Uniform design technology and consistent communication via Ethernet
backbone

Uniform configuration with UNITY V8.0 or latter.

Configuration, calibration and diagnosis via FDT/DTM.

Measurement of weight or force with high resolution of 24 bits A/D converter
High weighing accuracy 0.01 %

External Measurement response time of 10ms

Internal measurement rate up to 400 Hz

2 x Digital Inputs for monitoring of limit values

4 x Digital Outputs for dosing control

Parameter definable inputs and outputs

Continuous flow rate calculation

Theoretical adjustment possible without adjustment weights

RS485 communication port for dedicated local HMI

Factory Pre-calibration

Replacement of the module possible without a new adjustment of the scale

Use in Hazardous area zone 2 and 22 (ATEX approval), class | division 2
(cULus approval)

Intrinsically safe load cell powering for the hazardous area Zone 1 (With
optional SCAIME Zener barrier kits)

VV VYV VYV VYV VYV VY YVYYVYYVYYVY
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HART
Multiplexer
Function

1/0 Mapping

HART with the M580

The X80 HART module takes the role of HART multiplexer, facilitating the
transmission of HART field instrument data as follows:

The multiplexer provides one-to-many communications between:

A HART master device, for example, asset management software resident on a PC,
and Multiple HART slave devices (for example, HART field instruments)

The multiplexer provides HART instrument data to a PLC master.

The HART 1/0O data of AHI & AHO modules is accessed and managed by the
AMS software. The following AMS software packages are supported:

> Emerson AMS suit
> FieldCare
> PACTware

In addition to the AMS software, the HART 1/O data of the BME AHI 0812 &
BME AHO 0412 modules can also be accessed by the I/0 mapping function found
in the device DTMs.

The X80 HART interface modules support the mapping of HART instrument input
and output data items to the HART multiplexer process image. The data items
enabled in 1/0 mapping function can be dynamically controlled by the program
logic.



Web Pages

M580 Embedded  The M580 CPU comes equipped with a selection of embedded web pages that can
Web Pages be used for diagnostics and monitoring information.

The web pages can be accessed using a web browser and navigating to the IP
address of the CPU.

o[B8

[ 192.168.10.21/#diagnostic= % \7 \
& C | [ 192.168.10.21/#diagnostics/module/summary e =

. M580 BME P58 3040™

EZEEER Status Summary

English | Help

&y Module |
|
I Y _ RUN vo
Status Summary
_ CARD_ACT
Performance
B voo status B nerwork sTaTus DOWN LOAD
Port Statistics - T = = = = —
'& B i i Service Status Version Info
onnected Devices |
I {76 Geanner 1 € DHCP Server Enabled Exec. Version 0.7
5 : € FDRServer Enabled Kernel Version 0.0
essaging
€  Access Control Disabled Web Server Version 1.0
£33 Senvices 1 L i
| €  Scanner Status Working Properly Web Site Version v00.07 IR01
QoS ¢ NIPStatus Working Properly CIP Version 1.0
NTP
CPU Summary Network Info.
Redundancy
Model BME P58 3040 IP Address 192.168.10.21
i System
State RUN Subnet Address 255.255.0.0
Scan Time 0ms Gateway Address  192.168.11.21
Logged In Yes MAC Address 00 0054 0003 0C
CPU Exec. Version 1 Host Name Modicon - P58 3040 Process
Unity Program Project

® 2013 Schneider Electric. All Rights Reserved.

The list of Diagnostic web pages available is:

» Status Summary » QoS

» Performance » Network Time Service
» Port Statistics » Redundancy

» 1/O Scanner » Alarm Viewer

» Messaging

Q Hints & Tips

The web pages can only be accessed via the Main IP Address of the CPU.
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System

Introduction to Time Stamping

System time stamping provides a consistent SOE (sequence of events), time
stamped at the source, in order to allow the user to analyse the source of abnormal
behaviour in a distributed automation system.

The SOE is displayed in an alarm summary or SOE page of a client (such as a
SCADA).

Each source of time stamped event of the SOE is a discrete I/O value change
(transition) detected by a time stamping module, this event is then passed through
to OFS and straight to the SCADA.
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Benefits

3-8

Introduction to Time Stamping (cont.)

There are many benefits of system time stamping:

>
>

VYV V V

\4

removes the need for PLC programming.

Direct communication between the time stamping modules and the client.
If the time stamping modules are in a Modicon X80 Remote 1/O drop, the PLC
communication bandwidth is not used.

Consistency of data (1/0 values) between the process (time stamping
modules) and the client (SCADA).

Time quality information associated with each time stamped event.
No loss of events in normal operating conditions:

A buffer is available to store the events in each time stamping module. The
event storage is stopped when the buffer is full.

Rising and falling edges transitions are stored for each discrete /0.

Where available, Hot Standby configurations on the PLC and/or redundant
SCADA are managed.
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Summary

Questions

Summary

In this chapter the following topics have been covered:

YV V V V V

>

Using a SD card with M580

Local extension racks

Monitor a M580 for its embedded web pages
The SCAIME weighing module

The HART module

Time stamping

The following questions will help to check understanding of the topics covered in

this chapter:

>

>

What are the two purposes of using an SD card with the M580?

What is the role of the M580 web pages?






Appendix A: Appendix

Answers to Questions

Introduction The following pages give suggested answers to the questions asked at various

points in the document. These are mainly the end of chapter questions.

This Chapter Covers These Topics:

P M5B80 BaSICS ...eeuvivieiieirsiiesieeie et A-2
P DRVICE 1O .ot A-3
P NOC ... s A-4
P ReMOLE 1O oo A-5
P Premium 1O oo A-6
»  M580 Hot Standby .........cccevveiiiiiiicc e A-7
> Advanced CYDer SECUILY .....coovreriiieieiee e A-8
» Make Most of your M580! ...........ccocoiiiiiiiece e, A-9



M580 Basics

ANSWErs » For each part of the foIIowmg plcture ‘select Whlch klnd of 1/0 is used:

A: Device I/O
B: Local 1/0
C: Remote I/O

» What are the three types of I/0? Which ones are faster to configure?

Local I/0
Remote 1/0
Device I/O
Local I/0 and Remote I/O are usually faster to configure than Device 1/0.

» What are the purposes of the SERVICE port?
Most of the time the service port is connected to a SCADA, but it can also be

connected to a Device 1/0 Drop, to Unity Pro, or to a computer for port
mirroring and traffic analysing.

» What is the advantage of Device DDT over topological addressing?

The main advantage of Device DDT over topological addressing is that there is
no need to map the 1/0.

» What is the purpose of observing the M580 Device DDT?

The M580 Device DDT gives relevant information about the state of the M580
and its communication. It helps to monitor and troubleshoot the PLC.

» How to access the security parameters of the M5807?

To access the security parameters of the M580, open the main rack, double
click the ports of the CPU, click channel 0 and the security tab.

» To ensure higher cyber security; which services should be disabled?

To ensure higher Cyber Security it is best to disable all unused protocols
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Device I/O

ANSWers » What kind of device can be included in a DIO drop?

It is possible to connect any DTM device to a DIO drop, including non
Schneider-Electric devices.

» What is the main advantage of device integration? (You can take the Altviar
drive as an example)

Device integration makes integration of devices easier by configuring and
testing them from single software.



NOC

ANSWers » What are the possible roles of a NOC?

A NOC has the same use as the service port of M580; it can be used to connect
a drop to a SCADA or to connect DIO drops.

In both cases, using a NOC instead of connecting directly to the M580 reduces
the resources used by the M580.

» Which BME NOC modules support FactoryCast?

The 0311 support FactoryCast.
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Remote I/O

ANSWers » What is the main advantage of an RIO drop over a DIO drop?

Remote 1/O drops are usually much faster to configure than Device 1/O drops.

» Which service needs to be enabled in the M580 security features to allow the
use of a RIO drop?

TFTP needs to be enabled in order to being able to build a project with a RIO
drop.



Premium /O

ANSWers » Which type of 1/0 is a Premium I/O drop: local 1/0 RIO or DIO?

A Premium I/O drop is considered as a local drop.

» What type of cables do you need to connect the main rack to the P1O drop?

To connect a P10 drop to the M580 main rack, you will need X-bus cables.
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M580 Hot Standby

» Which version of Unity Pro do you need to configure Hot Standby

Answers .
architecture?

HSBY architectures are configured via Unity Pro v11 or later versions.

» How can you check if the PLC is A or B and primary or secondary?

To check if the PLC is A or B and Primary or Secondary you can either look
the M580's LED panel, or check the M580 Device DDT.



Advanced Cyber Security

ANSWers » How does the memory protect and run/stop protect features work?

Run/Stop protect is a feature that makes the PLC reject any start/stop command
unless a specific input is ON.

» When are the integrity check performed?

Unity Pro automatically performs an integrity check when you first open an
application. Beyond the first check, Unity Pro will automatically run the
integrity check periodically.
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Make the Most of the M580!

ANSWers » What are the two purposes of using an SD card with the M580?

The SD memory card is optional and is used for application backup and data
storage.

» What is the role of the M580 web pages?

Embedded web pages are used for diagnostics and monitoring information.



